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SUMMARY

In electronic commerce, proper operations of e-processes are crucial to an e-business’ economic
well-being. We suggest that due to the complexity and characteristics of e-operations, the only viable
approach for rigorous control and assurance relies on mathematical and computational methods to
represent and analyze e-systems. Traditional auditing methods, based on manual verification, piece-
meal analysis and post-audits, are insufficient. An innovative set of methods is proposed: 1) Applying
economic reasoning, e.g., mechanism design, to design correct e-commerce trading rules and poli-
cies; 2) Applying the concept of atomic transactions to define e-system properties and specifications;
3) Applying formal verification, e.g., model checking, to ensure correct implementation; and 4) Apply-
ing agent technology to monitor real-time execution. These four methods should be embedded within
the System Development Life Cycle. They complement each other, and their proper applications can
refine e-systems and enhance the relevance, completeness and reliability of control and assurance.

KEYWORDS: Electronic Commerce, Internal Control, Assurance Services, Auction, Formal Verifica-

tion, Distributed Computing

INTRODUCTION

Internet-basedusinessoperationsoffer mary benefits,but
also bring a broadenedangeof risks, someof them unprece-
dented. The actualand perceved lack of systemsecurityand
reliability are significantdeterrentgo the rapid growth of the
digital economy While daily progresss beingmadein reduc-
ing Internetcomputationakisks througha variety of software
patchesand cryptographicalgorithms,theseefforts solve only
a small piece of the larger puzzle. To solve the puzzle, sys-
tematicallymanaginge-tusinesoperationatisksis particularly
important.

To managee-husinessoperationalrisks we needto look
into the e-commercanfrastructure. Distributed Internetcom-
puting is fundamentallychanginge-marlet structuresand e-
businessamodels. This is a mixed blessing. While the flexibil-
ity of distributed e-operationsupportsopenaccessibilityand
dynamicinteractions,it alsointensifiesproblemsarising from
e-marletinformationasymmetryande-husines®perationalin-
certainty Theseproblemsprevent,or atleastrestrainjnnovative
e-commercdransactions.For example,althoughe-commerce

offers the opportunityfor e-husinesseso build network-based
ad hoc partnership,mary e-lusinessestill chooseto operate
in a more familiar and stablemarket scopethroughtraditional
meansecausef theincreasedlifficulty of assessingnforma-

tion asymmetnyin real-timeandthe heightenedisksfrom oper

ationaluncertaintyamongunfamiliar businesgartners.

Becauseof the distributed natureof e-transactionsthe po-
tential for informationmanipulationand operationafraud by a
disguisedor dishonestinternetparty is quite high. Also, most
unfortunately dueto the increaseccomplexity, even legitimate
and honestpartiesmay unknowingly introduceerrorsif effec-
tive businesscontrolsarenot in placeandfunctioning. Recog-
nizing that trust servicesare neededthe auditing professionis
beginningto provide abroadrangeof informationservices.The
Americanlnstituteof CertifiedPublicAccountantfAICPA) and
the Canadianinstitute of CharteredAccountants(CICA) have
introducedWebTrust, WebTrust-ISPand SysTrust productsto
supportsuchademandAme 1996).

However, the auditing professiorhasnot yet provided practi-
tionerswith new andeffective tools adaptedo e-businesscon-



trols andassuranceln effect, it suggestshatpractitionerscarry
over the traditional control and auditing principles and meth-
odsto provide new assuranc@roducts.Providing e-commerce
assurancaervicesonly needaudit-like skills (Nageland Gray
1999). Unfortunately traditionalmeansareinsufficient andau-
ditorsneedto expandtheir skill set.

We armguethatdueto the compleity of e-businesperations,
theonly viable approacHor systematicontrolandassurances
to userigorousmathematicahndcomputationamethod<go rep-
resentandanalyzee-systems.To be proactive and more effec-
tive,thesemethodshouldbeappliedfrom theearlystage®of the
SystenDevelopmentife Cycle(SDLC).We introducea Proac-
tive, Automated ContinuousControlandAssurancéramevork
(PACCAF, pronouncedo- kif), involving four suggestedneth-
odsthatshouldbeusedatthevariousstageof SDLC: economic
reasoning,atomic transactiondesign, formal verification and
real-timemonitoring. PACCAF takesinto accountmary issues
Kinney, Jr. (2001b)consideredas researclbarriersto internal
control quality and quality assuranceprganizationdesignand
measuremenfprocessverification,andthe compleity of both
the subjectsystemsandthe controlandassurancerocesses.

INFORMATION ASYMMETR'Y AND

OPERATIONAL UNCERTAINTY IN E-COMMERCE
Mark et Information Asymmetry

Informationasymmetryexistsin ary marlket (e.g.,securities,
usedcars,software). Most of us have neitherthe time nor in-
clination to investigatethe “quality to price” characteristicof
every productor servicewe purchasenline. As consumerswe
tendto rely on the market to be information efficient and thus
permit us to act asa simple price taker. In a benignerviron-
ment,this may causeus no systematicharm. Unfortunately the
opennessandanorymity of the Internetallow for easymisrep-
resentatiorand thus is not so benign. Digital markets are far
from beinginformationefficient. Informationasymmetryin e-
commerceéhasshonn itself to be particularlyproblematicdueto
the breadthof accessandprocessingpeed.The easyaccesgo
a large numberof potentialvictims hasshavn that somesmall
andshortlived misrepresentationsanbe profitable. Thisis one
of thereasonsvhy online scamsor inaccuratee-tusinesslaims
arecommonpractices.

BusinessOperational Uncertainty
Operationaluncertaintyresultsfrom the unforeseerdifficul-
ties that can occuranddisruptthe efficiency of businessoper
ations. Unlike in traditional businessesvhere businessmod-
els are establishedtask divisions are defined, operationsare
standardizedandpartnershipsrelimited, e-businessesperate
much more dynamicallyand at a much fasterpace. Unfortu-
nately changebringsin risks. Becausee-husinessoperations
arecomputingprocessesunningover the Internet,they are,by
nature,distributed acrossdifferentcomputingsystemsand fur-
ther acrossdifferentorganizationaldomains. This distribution

canhave devastatingside effects. To be more specific,the fol-

lowing characteristicsf e-husinesoperationsntroduceunwel-
comeduncertaintyand are potentially harmful if not properly
controlled:

Interconnectivity

Networking technologyand client-sener applicationsallows
theflexible integrationof digital operationsacrosdifferentven-
dors. E-businessesftenoutsourcéVeb hostingto ISPs,banner
adoperationgo adwertisementiot comsandpaymentollection
to credit card companies.In the extreme casef flexible and
dynamicintegration,two majortypesof e-firmsresult:

e Creativity firms: firms that producecommodities,suchas
news, MP3 music,streamingvideosandknowledge.

e Procesdfirms: firms that provide businesgprocessessuch
asadwertising,inventorymanagementp otherfirms.

Creatvity firms supply nev commaoditiesand processfirms
help channelthemto supportdemand.Consequentlyinforma-
tion, eveninformationthatcanbe consideredh crucial business
asset,may frequentlyflow in and out of a firm to its business
partnersandconsumern orderto fulfill asingletransactionAn
erroror attackatonelocationmaytriggeradominoeffectresult-
ing in catastrophidailuresacrossnary e-processes hesecon-
cernsarise naturally from the intenseinterdependencand in-
terconnectiity of e-businesoperationscoupledwith the usual
moral hazardproblemscommonlyassociatedvith outsourcing
andcontracting.

Automation

Becauseof dramaticallyincreasedcost-eficiency and com-
puting capability businessoperationghat traditionally require
humaninvolvementarebecomingcomputerizedA goodexam-
ple arethe GoldmanSachgraderswho areassistedy sophisti-
catedinformationtechnology Secretalgorithmsguide20,000a
daytradesin the equity derivative market. Tradepricesareup-
dated200timesper secondand 100 million dealsareexecuted
withoutany humanintervention(Weinbeg 2000).1n general g-
businesoperationcanbe fully implementedy a clusterof e-
processedJsersmaygeneraténitial inputsfrom Webbrowsers,
while programgunningon senersautomaticallyprocessnputs
andgenerateutputs.

Oneside-efect of the heary relianceon computingis anin-
creasedrulnerability to problemsthat canarisefrom the vary-
ing quality of the softwaresupportingor implementingousiness
processes.When and how a latentbug will be triggeredand
how the bug will affect businessoperationsaredifficult to pre-
dict. Uncertaintiecausedy themostrecent‘Code Red”worm
exemplify suchconcerns.Therefore e-processeshouldbe de-
signedto reactproperlyin asmary potentialsituationsaspossi-
ble. Controlsshouldbe executedvhenexceptionsoccut



Speed

Computing power, coupledwith automationand intercon-
nectvity, makes for speedye-husinesstransactions. Transac-
tions taking several businesdaysin the physicaleconomycan
be completedin seconds.Unfortunately suchspeedgenerates
new possibilitiesfor failure andthe enhancedmpactof failure.
A small disturbancemay rapidly resonatethroughoutthe sys-
tem, causinglarge waves and subsequenthain reactionsthat
canonly occurin an ervironmentof complex interconnecti-
ity. “Code Red” infectedmorethan359,000computerdn less
than 14 hours(Meinel 2001). With the proliferation of global
e-operationssimilar quick catastrophidailures can be antici-
pated.

As we have implied, the above characteristic®f e-business
operations- interconnectrity, automationand speed- canin-
teractandintensify eachother’s effects of ary failure. To help
understandhe increasecdcomplexity andrisks of e-operations,
we introducethefollowing example.

An E-businessExample
/InsertFigurel here/

Figure 1 is a specific example, but it illustratesa more gen-
erale-husinessnodel- sellingcustomizedsophisticatedligital
products. To satisfy eachcustomers needin a highly respon-
sive manney suchan e-tusinessntegratesvariouscomponents
in real-time,mary of themmight not be in stockand have to
be obtainedexternallyfrom their creators Becauseligital prod-
uctscanbe, andin mary casesshouldbe, frequentlyrefined
or updatede.g.,softwareneedso be patchecandonlineeduca-
tional packageshouldbeintegratedwith new real-world cases),
thebusinessdigital inventoryneedsa fasterturnover andthe e-
businesmeeddrequentanddynamicinvolvementfrom content
creators. For eachcustomermrequest;the list of potentialcon-
tent suppliersmay differ; hence the e-businesamay even have
to build ad hocpartnerships.

A concreteexampleof suchanintermediaryis a RedHat-like
distributor providing customized_inux packages.A customer
submitsher hardware configurationand software requirements.
TheLinux distributor searcheds digital inventoryandthelnter-
netfor necessargompatiblecomponent@andpresentghe cus-
tomera packagecatalogwith lists of choicesandprices. After
thecustomepicksherfinal order, thedistributor fetchesall nec-
essarycomponentsintegratesheminto a coherenpackageand
deliversit to the customer Occasionallysomesuppliersmay
needto directly contactthe customerandthenreporttheir ser
vicesto thedistributor for paymentpurpose.

Sucha customizedsaletakesabout23 steps.Eachstepmay
involve oneor several e-processegachbeingimplementedy
a list of interactingcomputingproceduresvhich may resideon
senersdispersedll overtheglobe.Not to mentionthatthe cus-
tomermay expectto orderandreceve delivery in a singleWeb
session.The pressurds largely on the distributor to carry out
theseprocesseseamlesslyandquickly. However, ary mistale

in the systemmay lead to a failure. The secretof e-husiness
success-“ ... knowing andfulfilling customemeed,... and
building network-basedalliancesand partnerships’(Baruaand
Whinston2000)- is easiersaidthandone.

Many e-husinessesim to provide customizedand respon-
sive e-servicesBut theimplementatiorcanbe complicatedand
risky. The challengeis, given suchcompleity, how to control
andassuree-serviceso gaincustomerstrust?

NEW SCOPE OF TRUST SERVICES

Informationasymmetryandoperationalincertaintyarestum-
bling blocksin e-commercealevelopment. The needto manage
themhasgeneratec demandandsupplyfor trust productsand
services. Trust servicesin e-commercere not restrictedto fi-
nancialinformation, but regard any decision-makingnforma-
tion, including: 1. Operationalinputs and outputs;2. Digital
productsand services;and, 3. Businessclaimsand reporting.
Tablel illustratesthenew scopeof assuranceervicesn thedig-
ital economycomparedvith thetraditionalauditingservices.

/insertTablel here/

Traditional Assurance
Auditing Services

Concern Accounting Any
processes Information Information
relatedto
Provide assertion| Financial | Any Information
aboutrelevance | Reporting Reporting
andreliability of
Playtherole as Capital Any
theguardianof Market Market

Table 1. Expandedscopeof assuranceervicesn e-commerce

Trust servicesrelatedto information and its processingare
neededfor e-commerce.We now addresshe limitations and
potentialsfor severaltrustproductsandservicescreatedoy dif-
ferentindustries.

LIMIT ATIONS OF EXISTING
TRUST PRODUCTS AND SERVICES

Trust Productsand Serwicesfrom Computer Scientists

Security productsin computing are trust productsbecause
they aim to reducecomputationrisks, part of e-businessoper
ationaluncertainty Cryptographicprotocols,firewalls, digital
watermarking andsoftwarepatchesll contrituteto the reduc-
tion of operationalincertaintyand,to alimited extent,informa-
tion asymmetry But, the contribution is limited. For instance,
SecureSoclet Layer (SSL),a popularsecurityprotocolapplied
by almostevery e-husinesgo authenticaté\Veb senersthrough
digital signaturesndcertificateds optionalto authenticatéVeb
clients. Hence,SSL cannotprevent false names. Relying on



technicalsolutionsasthe solebasisfor claiming e-businessse-
curity, is far from a completesolution.

Trust Productsand Sewicesfr om Entrepreneurs

Several firms have recognizedthe market niche for a more
fundamentabpproacHor e-husinesssecurity— procesgesign.
Theseprocesdirms introducespecializede-businessunctions
that reducecertainaspectof operationaluncertainty Secure
ElectronicTransaction(SET) is suchan example. It surpasses
SSLin securingonlinecreditcardpaymentsy discouragingn-
dividualvendordsrom keepingcustomecreditcardinformation.
Anotherexamplesare InterTrust’s Digital Rights Management
(DRM) to managedigital productsand Certificate Authorities
(CAs) certifying public-key asa promisingsolutionto Internet
authenticatiorproblems.

The above trust services are important additions to e-
commerceand can be usedtogetherto substantiallyimprove
systemsecurityandreliability. In the natureof trustlayering,
e-commercaisersfacethe sametrust problemwhenusingtrust
services:Do they performasclaimed? CA businessegre not
rigorous as the Social Security bureaus,which discounttheir
importance.lf DRM serviceshave securityholesor errors,cre-
ativity firmsrelying on InterTrust's DRM may losetheir digital
assetandInterTrust'sfailurecould,in its extremity, resultin the
“going concernissuedor its businescustomers.

Trust Productsand Sewicesfr om Auditors

Theinfinite regressiorof layeredtrustconcerncannotbere-
solvedin principle (Gerlach,McAfee, Bailey, Jr and Whinston
1981). However, a competentaindindependenthird party trust
provider with no objective otherthanassuringproductreliabil-
ity can contribute to productcredibility and reduceuserrisks.
Theunderlyingcontribution of auditorsis their competencand
independenceBy building areputationfor competencén busi-
ness,accounting,and auditing, and by demonstratingan inde-
pendencdrom managementauditorscontribute to an efficient
andproductive economy Now auditorsare developingcompe-
tenciesintendedto secureclientsin the new e-commercedo-
main. The AICPA/CICA have introducedsereral trust prod-
ucts and services:WebTrust, for the B2C market focusingon
e-husinesdisclosure transactiorintegrity, and customeiinfor-
mation protection; WebTrust-ISR for examining the integrity
of InternetServiceProvider (ISP) services;and morerecently
SysTrust, for providing assurancef basiccomputerinforma-
tion systemssupportingfirm operationsandreporting. On an-
othertrack, the auditing professionhasalsointroducede Xten-
sible BusinessReportingLanguage(XBRL) to facilitate Web
financialreporting. Its future developmentshouldconsiderthe
securityandreliability of onlinefinancialreporting.

Althoughthetrustproductsandserviceofferedby the audit-
ing professionare appropriateandtimely, the professions im-
plementatiorguidelinesfail to meetthe desirablerequirements
for suchproducts.SysTrust(Ame 2000)is anexemplaryof our
concern.

SysTust Definition

Accordingto the auditors,a businesssystemconsistsof five
key component®rganizedto achieve a specifiedobjective: in-
frastructuresoftware,people procedureanddata.While sucha
definitionis valuable,it doesnot capturethe essencef a func-
tioningandevolving system.Thedefinitionis staticandhencet
is difficult to embodythecharacteristicef asystenin operation.
In orderto transforminputsto valuableoutputs a systemcarries
out processesharacterizedy motion and change. From the
Merriam-Websterdictionary a systemis definedas“a regularly
interactingor interdependengroup of itemsforming a unified
whole! This definitionfocuseson the motionandchangeof an
operationakystemandbringsthe necessarynteractionsof the
AICPA/CICA’s definitional componentdnto focusandis more
usefulfor analysigpurpose.

While we emphasizehe fluidity of a systemwe do notwish
to discountthe importanceof regularity in theinteractions.lt is
the regularity that supportsthe fulfillment of the commonpur-
pose. Therefore,to control and assurean e-commercesystem,
we needto focuson its functions,assembledby the operations
andinteractionsof distributeddigital processesWe will expand
onthis pointshortly.

SysTust Objectivesand Criteria

To evaluatewhethera systenfulfills its objectves,we needto
setup clearandpropercriteriathatcanbemeasure@mpirically.
The SysTrust principlesand criteria setforth by AICPA/CICA
provide apositive setof overallguidelinesandcanbeadaptedo
the processorientationsuggestedHowever, for the purposeof
implementatiorandmeasurementhesecriteriaaretoo general
to beimmediatelyuseful. Our suggestedontrolandassurance
frameawork below canbe of usein developingthe procesgocus
whenaddressingdield practiceguidelines We will alsoaddress
setof objectivesthatarecritical for implementingandmeasuring
distributedsystems.

SysTust Methods

TheAICPA/CICA discusgherecommendechethodologyfor
SysTrust, which is the sameasthat usedin financial auditing.
Unfortunately the five traditional auditing procedures- physi-
cally observingsystembehaior, inquiring of employees.exam-
ining documentsreprocessinglataand analyzinginformation
throughanalyticalprocedures- will notbe adequatdor verify-
ing e-husinessystems.

Physical obsewation. Since e-operationshave largely re-
placedmanualoperationsnot mary physicalactivities areleft
to obserne. Many e-operationsoccurin millisecondsand are
impossibleto obsere in ary meaningfulphysicalsenseNever-
thelesspbsenationwill continueto beanimportantactivity, but
basedn “computerintelligentobsenation’

Inquiry . Similarly, althoughauditorscanstill queryemploy-
eesto seeif they understangboliciesandproceduresit will be



moreimportantfor auditorsto know how to obsene andques-
tion e-processethanto quizemployees.

Examination. When examining e-operationsauditorsface
a paradoxof “generalinformation overload” and “relevant in-
formationscarcity’ Computationtrails generatedy operating
systemsand applications the sheervolume of processingand
thelack of automatedxaminationandreportingtoolschallenge
auditorswith overloadedcomputationtrails. But thereis also
alack of relevantinformationfor verifying businessproperties.
Overtheyearsasetof datahasbeendefinedfor verifying correct
accountingystemshowever, noconsensusr standardsxiston
what datashouldbe retainedfor verifying correcte-operations.
Furthermorejnformationregardingan e-businessventmaybe
alivefor only afractionof asecondandthe“needfor speed’also
createsanincentive to omit informationretentionon e-business
processes.

Reprocessing Reprocessings essentiallyreactive as are
posttestingand simulation. As we explainin detailin (Wang,
Hidvégi, Bailey, Jr. and Whinston2000), testingand simula-
tion is usefulbut limited in checkinga complex reactive system.
Proactie verification and on-the-spotanalysisalong with sys-
tem executionare be much more meaningfulandreliable than
reprocessing.

Analysis. Analytical proceduresare widely usedto analyze
aggrejateddatato find exceptions. Analytical approache$elp
to identify interestingtesting vectorsand hencebelongto the
testing and simulationarena. As we explain in (Wang et al.
2000),for a complex system,it is impossibleto identify all in-
terestingtestingvectors,therefore,analyticalapproachesave
theirinherentweaknesses.

The above approachesvill continueto have value,however,
e-commercassuranceequiresamethodologicaparadignshift
from thesetraditionalmethodsto thosethat cansupportproac-
tive, automatedaindcontinuouscontrolandassurance.

Point-in-time Auditing vs. ContinuousAssuance

Somelimitations of the traditional methodscome from the
fact that traditional auditing is a point-in-time assurance.Al-
thoughthe auditing professionhasrecognizedhe potential of
continuousauditing,it hasbeenvery cautiousaboutits develop-
ment, partially becausef liability risks. SysTustsenesasan
intermediatesteptoward continuousassurancehowever, mary
openguestiongemainto beaddressebteforeSysTustbecomes
an effective operationalproduct(Bailey, Jr. 2000). Despiteof
the difficulties, we believe that in the future there will be a
paradigmshift from the point-in-time, historicalassurancever
static statestoward the continuous forward-lookingassurance
over processesAdvancingcontrol and assurancenethodsis a
prerequisitefor this shift.

A PROACTIVE, AUTOMATED AND
CONTINUOUS CONTROL AND
ASSURANCE FRAMEW ORK (PACCAF)

We definean e-commete systemasa network of distributed
digital processednteractingin an establishednannerto sene
businesobjectives. An e-husinesds a systemof suchsystems.
The analysisof an e-lusinessdecomposes high level entity
into its sub-systemthatfollow the samerulesusedto analyzea
singlesystem.

To control andassurean e-systemauditorsmustthoroughly
understandhe subjectsystem.To do so, auditorsshouldinves-
tigatetheentirelife cycle of thesystem.

SystenDevelopmentLife Cycle(SDLC)is apopularsystems
approacho problemsolving. It haslong provenitselfto beadis-
ciplined approacho developinginformation systemg(Laudon
and Laudon2001). SDLC remainsone of the designmodels
for developinge-tusinessapplicationsfor instancepartsof the
IBM e-tusinessramawvork are designedo work within SDLC
(Harvey 2000). Similarly, our methodologyframewnork PAC-
CAF is also embeddedvithin SDLC becausewe believe that
control andassuranceshouldbe an inimitable processunning
in parallelto theentirelife cycle of asystem.

Thereare six phasesn SDLC: systemanalysis,definition,
designdevelopmentjmplementatiorandmaintenanceWe em-
bedaninnovative setof methods- economicreasoningatomic
transactiordesign,model checkingandreal-timemonitoring—
in SDLC, with eachof themto be appliedrespectiely in differ-
entphase®f SDLC (Figure?2).

/InsertFigure2 here/

Using MechanismDesignin SDLC Phasel: SystemAnalysis

The major taskin systemanalysisis to obtain an in-depth
understandingf the presentsystemand of the problemsand
limitations inherentin it. Analysisis particularly critical in e-
commercebecausemary digital firms, when transitioningto
e-commercehave simply carried over the traditional policies
andtrading rules by “redressing”themto executein the Web
computingervironment,but, unfortunatelypoliciesandtrading
rulesthatfunctionwell in the brick-and-mortacommercemay
fail in the digital setting. Fraudulentor malicioustradersmay
exploit theresultingstructuralweaknesses.

Designinga robust processstructure,safeagainstfraud and
attack,fallsinto therealmof traditionalinternalcontrols. How-
ever, reinterpretatioris neededor handlingspecialissuesthat
appeain e-commercelFor example, separatiorof dutiesshould
be appliednot only to divide responsibilitiesamongpersonnel
whodesignjmplementoperateor monitorane-systembut also
to directhow to divide functionalitiesamonge-processes.

More importantly the fundamentakoundnes®f e-tusiness
policiesandtradingrulesshouldbe examined.For example,on-
line auctionshave becomepenasive andsuccessfubecausef
theirinherentadvantage®f pricediscoveryandthecorvenience
offeredto traders.However, theirincreasegopularityhasbeen



accompaniedy growing pains. Online auctionfraud hasbe-
comethe numberone Internetfraud over the last threeyears
(The InternetFraudWatch2001). In 1999, it accountedor an
overwhelming87% of thereportedncidents soaringfrom 68%
in 1998.1n 2000,it increase®3%andaccountedor 78%.

One major attractionof conductingauctionfraud residesin
theinherentvulnerabilitiescausedy e-auctioneerapplyingtra-
ditional auctionmechanism# anuntraditionatradingerviron-
ment. Exampleshave shavn why traditionalauctionstructures
are vulnerableto shill bidding (Wang, Hidvégi and Whinston
2001b)and false-namebidding (Wang, Hidvégi and Whinston
forthcoming, Wang, Hidvégi and Whinston2001a). Shill bid-
ding in Englishauctionsis the deliberateplacingof bids by the
sellerunderafictitious bidderidentity to artificially drive up the
price of the sellers item. False-naméiddingis whena bidder
createsandcolludesundermultiple fictitious bidderidentitiesto
reducethe bidder’s expectedpayment.The lack of strongbind-
ing betweenan Internetidentity andits real-world counterpart
malkesfalse-nameegistrationpossibleandeasy Moreover, the
policies of e-auctionhousesare not designedo prevent these
fraud. For instancethey requireminimuminformationfor bid-
der registration,and they chage sellerslow commissionfees,
which actuallycreatesanincentive for shill bidding.

Preventinganddetectingshill andfalse-naméiddingaredif-
ficult. Most e-auctioneerslo rely on somecomputingandsta-
tistical technologiesfor authenticationsuchas monitoring IP
addressesr datamining on false-nameregistration. However,
dishonestagentscanstill easilymaneuer againstthem (Wang
et al. 2001a). Duh, Jamaland Sander(2001) suggestthat in
orderto control buyersideintegrity, e-auctioneersequirebuy-
ersto provide credit card numbersand trade using their real
names.But moste-auctioneeremit credit cardinformationin
their buyerregistrationbecausehey fearthis may hinderbuyer
participationandhencereducemarket competitionandliquidity.
Authenticationthroughdigital sighaturesndencryptioncauses
similarconcerngut it isamuchstrongerauthenticatiomethod.
However, it will take yearsfor cryptographyto becomea partof
generalWeb users’daily operations.Insteadof relying onim-
maturetechnologyto detectand reactupon fraud, we should
accepfts existenceput designtradingrulesto eliminateits neg-
ative effects. In otherwords, e-auctioneersmustaccepthefact
of false-nameegistrationbut redesigrtheir auctionprotocolsso
that biddersand sellerscannotgain advantagesy using false
identities.

Redesigningauctionsrequiresan analysisof how problems
canoccut Shill biddingis, in fact, the sellersecretlyresetting
herreseneduringthebiddingprocesafterobservingandknow-
ing thatthereis a high probability of squeezingextrajuice” out
of bidderswith high valuations.AlthoughRiley andSamuelson
(1981)andMyerson(1981)have shavn therevenueequivalence
amongcommonauctionformatsandhow to calculatethesellers
optimal resene, they did not considerthe casewherean En-
glish auctioncanbe more profitableto the sellerthanary other
auctionformat whenthe market hasdifferenttypesof bidders

and hencethe seller’s expectedprofit curve hasmultiple local
maximums. Whenthereare multiple humpsin the seller’s ex-
pectedprofit curve, the global bestsolution of optimal resene
varieswith respectto the numberof biddersand the bidders’
valuedistribution, obsenablein Englishauctions. A shill bid-
der canobtainthis informationduring the bidding processand
thenmaximizeher expectedprofit accordinglyby resettingthe
optimalresene throughshill bids.

To preventthesellers manipulatioroverherresere price,we
focuson the role of an auctioneemsa trustedthird party. The
auctioneercan control the seller’s behaior, suchas the hon-
estdisclosureof the resene before an auction starts,through
the intermediationfee schedulehe chages. We designa Shill-
deterrentFee Schedule(SDFS)(Wang et al. 2001b)wherean
auctioneerchagesthe sellerasthe following: 1) a listing fee,
whichis a function of the sellers resene; 2) acommissiorfee,
which s a functionof a commissiorrateandthe differencebe-
tweenthe final saleprice andthe sellers resene. Commission
ratesin differentauctionmarketsaremathematicallyetermined
to ensurethe non-profitabilityof shill bidding.

In casesof buyers’ false-namebidding, despiteof the “bid
shielding” in English auctions,anotherincentve for a bidder
to false-namebidding in sealed-bidauctionsis to possiblyre-
ducehis final paymentby splitting his bid for bundledgoods
into several bids for smallerbundles(Wang et al. 2001a). To
solwe this problem,Yokoo et al. describeda sealed-bidcombi-
natorialauctionprotocolcalledLeveledDivision Set(LDS) that
discourages bidder splitting up his bid (Yokoo, Sakuraiand
Matsubara2000). This solutiondoesnot comewithout a price;
LDS providesinefficientallocationandhenceis not practicalto
use. To simplify, Wanget al. (forthcoming)modifiedLDS into
a Leveled Partition Set (LPS) protocol for multi-unit auctions.
Furthermore Wang et al. (2001a)introducea Binary Vickrey
Auction (BVA) protocol, selling identical goodsin bundlesof
power-of-two. BVA providesa moreefficient allocationandis
still robustagainstalse-naméidding. All of theabovenew auc-
tion protocolsachieve robustnessagainsfalse-naméidding by
determiningthe final allocationand paymentin multiple steps,
wherebidsfor abundleareconsiderednorefavorablythanbids
for partitionsof the bundle. This selling stratgyy discourages
a bidderfrom splitting a bid for a bundleto several bids under
falseidentities.

As we have discusse@bove aboute-auctiomrmarkets,dealing
with theinherentproblemsandlimitationsof the presensystem
is crucial for evaluatingan existing systemor designinga new
system. Technologychangedforce the changesof e-tusiness
policiesandtradingrules. Thesechangesn processstructure
canmodify traders’incentives. They functionasproactive con-
trols, which can contribute substantiallyto the achiezementof
systemobjectives.



Defining SystemBoundaries, Assurance Dependenciesand
Atomic Transactionsin SDLC Phasell: SystemDefinition

In SDLC phasel — systemdefinition— detailedbusinesge-
quirementsarefurtherdefinedin termsof the overall systenob-
jectives. Basedon theserequirementsthe designergpreparea
conceptualdesignof the system. Thesebusinessequirements
alsodeterminethe propertiesand specificationghat the system
shouldsatisfy To definethem,the designerdirst needto bound
the system. This is an easiertaskfor a brick-and-mortarsys-
tem than an e-commercesystembecauseof the dynamicand
real-timeinterconnectrity andinterdependencef e-processes
within andacrosdirms.

Drawing SystenBoundaries

The drawing of systemboundariesnustconsiderboth verti-
cal and horizontaldimensions. The digital contentdistributor
modelin Figurel illustratesthe horizontalexpansionof system
boundaries.Unlike the traditional economy wherecompanies
rely on physicalassetdo createvalueandhave oftenownedthe
valuechainto minimizetherisk of relying on others,in the dig-
ital economy companiesrelinquishownershipof most of the
value chain actvities. Instead,in orderto do businessin the
mostproductive andefficient mannere-companiesely on real-
time information,andleveragelnternet-basegartnershipsvith
supplierg(BaruaandWhinston2000).

The verticaldimensionis depictedin Table2, modifiedfrom
the BaruaandWhinston(2000)framework.

/InsertTable2 here/

LayerFour | InternetCommerce
LayerThree| Internet

Intermediary
LayerTwo | InternetApplication
LayerOne | Internetinfrastructure

Table 2. Layersof Internetbusines®perations

The bottomtwo layersrepresenthe networking andcomput-
ing servicesneededby an e-husinessto supportits market or
commerceoperations. The Internetinfrastructurelayer is the
underlyingplatform for an e-business.An e-businesseedsto
subscribeonline serviceseither from ISPs (e.g., AOL) or di-
rectly throughinternetbackboneproviders(e.g.,AT&T). It also
needdo beequippedwith onlinedevices,e.g.,routersmodems
and fiber optic cables,purchasedrom manufcturersof net-
working and“last mile” accesslevices(e.g.,CISCO).Thelnter-
net Applicationslayer involvessoftware productsandservices.
An e-husinesscandevelopits e-processethroughWeb devel-
opmentsoftware and integrating functions of searchengines,
databasesnultimediaande-commercapplicationslt canpur-
chaseconsultingserviceghathelpdesign build andmaintainits
e-processes.

The top two layersrepresenthe Internetmarket and com-
merceactiities. Internetintermediaryplayersaremarket mak-
ersor intermediariessuchase*Bay, e*TradeandVeriSign. This
layercoversonlinebrokeragesauctionhousescontentaggreya-
tors, portals,e-adertisemenbrokers, trustedthird parties,and
soon. ThelnternetCommercdayerincludesthecompanieshat
generateonline salesdirectly to consumer®r businessessuch
asonline retailers,the Web versionof traditional corporations,
andmary “mom andpop” shops. An e-marlet operatesat the
bottomthreelayersand a commercee-businesscan operateat
eitherall four layersor at the bottomthree,dependingon how
critical thecommercee-husinesgelying uponanintermediary

Drawing systemboundariesthatis, identifying bothhorizon-
tal andverticaloperationalependencamongdigital processes,
is necessaryo createa sufficient systemrequirementist. Be-
causethe dependencés often reflectedin businesscontracts,
whichprovideasubstantiaportionof requirementsfiguring out
who aretheimportantbusinesgartnerss crucialfor defininga
system.

DeterminingContmol and AssuanceDependencies

Drawing systemboundariess alsoimportantfor understand-
ing the extent of the vertical and horizontal assurancelepen-
dence. The quality assurancef lowerlayer players’ products
and servicesis the prerequisitefor control and assuranceof
higherlayer businesseslf a lowerlayer playerprovidescom-
puting and networking servicesfor high-layere-businesspro-
cessesthe integrity of its supportis importantto higherlayer
businesses.

The lack of this vertical assurances often a part of mary
e-commercdailures. Many high-profile news storiesregard-
ing Internetrisks highlight virusesand attacksat the network-
ing andcomputinglevels, suchasthe “Code Red” worm. The
reasonthat they becomeheadlinenews residesin the fact, or
the fear, of the devastatingconsequence®r businessesSince
the operationalsuccessof an e-kusinessis highly dependent
uponthe securityandreliability of the underlyinginformation
systemsthe designand implementatiorof e-businesssystems
must overcomethe weaknesseiherentin the Internet-based
distributedcomputing.Assurancever the lower-level services,
which shouldinvolve codelevel review, needso befurtherem-
phasizecanddeveloped.

Horizontalassuranceependencalsoexists. For example,a
credibility checkis neededvheninteractingwith anew business
partner The dynamicnatureof businessrelationshipsandthe
desirefor real-timeinteractionsdemandeal-timequality assus
ance. This is why we regardan “Assurer’necessaryn Figure
1. The “Assurer” canhelp establishthe credibility of content
providersto the distributor. Likewise,to createcustomertrust,
thedistributoralsoneedso purchasexternalassuranceervices
to independenthyassessndcertify its servicequality. This ser
vice quality notonly involvestheintermediarys own operations
but alsothoseof its contentproviders. A customegoeso thein-
termediarynot only for one-stopshoppingcorvenienceout also



for servicequality.

Control and assurancelependenceequiresauditorsto have
knowledgeaboutsecuritytoolsandschemesppliedatthelower
layersandby businesgartners Auditorsalsoneedto disentan-
gle controlandassuranceensitve factorsfrom detailedtechni-
calimplementationsThey may chooseo outsourcesomesup-
porting assuranceervicesto otherauditorsor specialists. For
example, they may outsourcethe bottom two layerstechnol-
ogy verificationto computerspecialistandacceptheassurance
level they provide.

AnalyzingDistributed SystemJ hroughAtomicTransactions

Sincee-tusinesgprocessesire indeeddistributed computing
processest makessensahatwe look into how computerscien-
tists manageistributedcomputingprocesseandimprove their
integrity. We learnedthatin orderto disentangléheweb of dig-
ital processesye mustgroupprocessemto controllableunits
calledtransactionsA businesgransactions acollectionof op-
erationson the business’physicalandabstractstate. The phys-
ical stateis the real stateof a businesge.g.,the actualassets)
andis representedy the abstracttatein computation(e.g.,the
databaseecordsof the assets). A businesstransactiontrans-
formshbusinesstates.

The penasie useof distributed computationtoday implies
thatthe integrity of suchsystemanmustbe acceptedseffective.
The achiezementof the reasonabléntegrity shouldbe subject
to the ACID properties,i.e., atomicity, consistenyg, isolation,
anddurability (GrayandReuterl992),becaus¢heseproperties
have emegedasthe unifying conceptdor distributed comput-
ing. Achieving theintegrity of distributede-commerceystems
must alsofollow theseestablishedconcepts. Moreover, an e-
businessmust protectits assetsand privacy not addressedli-
rectly by ACID. Thus,we addauthorizationauthenticatiorand
confidentiality resultingin the ACID-AAC propertylist:

e Atomicity. A transactiors changego the stateareatomic:
eitherall happeror nonehappen.

e Consistency A transactionis a correcttransformatiorof
the state. The operationstaken as a group do not violate
ary of theintegrity constraintaassociatedvith the state.

e Isolation. Eventhoughtransactionsre executedconcur
rently, it appeardo eachtransactiorthat, othersexecuted
eitherbeforeit or afterit, but notboth.

e Durability. Once a transactioncompletessuccessfully
(commits),its changedo the statesurvive failure.

e Authorization. A transactions only executeduponproper
approval.

e Authentication. Entities involved in a transactionare
provedaswhatthey claimto be.

e Confidentiality. A transactiorns keptsecrefrom unautho-
rizedobsenation.

A simpleandcommonexamplefor explaining ACID relates
to banktransactionsA cashwithdrawal is atomicif it bothdis-
pensesnong/ andreducesyour account. It is consistenif the
cashdispensecdqualsto the accountreduction. It is isolatedif
the withdrawal is unaware of othertransactiongccessingour
accountconcurrently(e.g.,adeposit).And it is durable if, once
thetransactions completetheaccountalancds sureto reflect
thewithdrawal.

The atomicity of a statetransitionensureghat a transaction
is not out of control no matterwhetherthe involved processes
function normally, abnormally or crash. This is crucialfor In-
ternettransactionasmary thingscanhapperbeforea transac-
tion cancommit: e.g.,the connectionmaybebroken,the sener
maybeoverloadedr crashthebuyermaydecideto cancel.If a
systemis definedin the units of atomictransactionsthe system
canreturnto thepreviously committedstateno matterwhatmay
occur

The integrity of eachtransaction(governedby atomicity and
consisteng), the seamlessntegration of transactions(isola-
tion), andthe fault-tolerantacknavledgemenbf eachtransac-
tion (durability), help to ensurethe integrity of a system,that
is, the satishctionof systempropertiesandspecificationsafter
eachtransaction.

Traditional control principlesreflectsomeof the ACID con-
cept.Forinstancetherule of “every eventis properlyrecorded”
isimplicit in its designof atomicanddurabletransactionsHow-
ever, traditional accountingtransactionsoften assumethe in-
volvementof only two parties:the sendeandtherecipient.Op-
erationgequiringmulti-parties’engagemerdreoftenserialized
into two parties’transactions.This “delay” enhancegontrols
but sacrificesefficiency. However, the two-phasecommitproto-
colin distributedcomputingallowsfor theachievemenbf all-or-
nothingagreemenamongmultiple independenbut concurrent
processesA coordinatingprocesscollectsvotesfrom partici-
pating processesind coordinateghe commit action. Isolation
ensureghe sequentialogic executionof competingtransaction
relatedto the sameresourcealthoughit mayappearto endusers
thatthey areconcurrentin this way, both controlandefficiency
areachieved.

Although ACID aidsin the fight againsterrors, unexpected
faults, or crashedn e-systemscomputerdesignershave often
assumedhe benign behavior of involved entities. We know
this assumptiorto be false. Given a potentially maliciouse-
commerceervironment,the addedAAC propertiesurther em-
phasizeheneedfor ensuringhe appropriatenesandprivacy of
certainbusinesdransactionsAlthoughachieving AAC is nota
new concepfor e-commerceits importanceemains.

In sum, drawing systemboundariesand determiningcon-
trol andassurancelependencsupportthe definition andscope
of systempropertiesand specifications.Furthermore defining
atomictransactionsllows for designspecificationsat the level
of manageablanits. Defining ACID-AAC propertiegyuidesthe
detailedimplementatiorin thefollowing phases.



Applying Model Checking in SDLC Phaseslll, IV, and V:
SystemDesign,Developmentand Implementation

Systemdesign,developmentandimplementatiorrealizethe
conceptualdesignin information systems,ncluding hardware
and software. Our main concernhereis with software qual-
ity. Aswe discussegbreviously, e-systendesignerandassurers
needthe quality assurancat the Internetinfrastructureandap-
plicationlayers,choosingeliablenetworking products andser
vices, robust operatingsystems, reliable databasesand quali-
fied Web commercedevelopmenttools. We wish mostof these
quality assuranceanbe purchasedn the marketin the nearfu-
ture.If so,thecorrectnessf ane-tusinessystenwill primarily
dependiponthedesignandcodingof e-tusinesprocessesThis
is not easy For instance,on June8, 2001, trading at the New
York Stock Exchangehaltedfor one hour and twenty minutes
dueto somesoftware changesnadein the NYSE’s computing
system.How to ensurethe coding of businesssoftwareor ary
changean theexisting systemactuallyimplementintendediunc-
tionalities?

We suggesthat e-commercalesignerand developersrun a
formal verification processsimilar to how computerscientists
implementcritical software and designchips. Sucha quality
assurancerocesshouldstartatthevery beginningof program-
ming. Otherwise,a late remedywill be muchmorecostly and
difficult. The traditionalapproachreliesupontestingandsim-
ulation, which often occursonly after softwareimplementation
andjust prior to productdelivery. It not only occurstoo late but
also hasinherentlimitations. Testingand simulationcanonly
coverasmallportionof all possibleaxecutionshut dynamicand
real-timeinteractionsn e-commercéave substantiallyenlaged
the executionspace.Moreover, effective testingandsimulation
requirethe developmentof testbencheshatcanexecutecrucial
executionpaths. This developmentnot only demandsn-depth
expertise but is alsoinefficientanderrorprone.

In contrast,formal verification is the most rigorous quality
assurancenethodfor software. “Formal verificationcorveys a
promiseof mathematicakertainty... If a modelis formally
verified to have a given attribute, then no behaior or execu-
tion of themodelever canbefoundto contradictthis” (Kurshan
1995). The formal verification spectrumrangesfrom manual
proofs, computeraidedtheorem-preing, to automatedmodel
checking. Due to its high level of automationand efficiency,
modelcheckingis themostsuitablemethodto verify e-business
systems.

Thetraditionalauditingapproachs averydistantfrom formal
verification;it largely depend®n posttestingandsimulationin
thesensedhatit samplesfterthe-factdataandappliescomputer
programscommonlybasedn a spreadsheedr similartechnol-
ogy, to facilitate datacollection and analysis. Even the most
adwancedEDP auditingtechniquesontinueto extensiely rely
onthefundamentateasoningpower of the auditorsto construct
testsandassessvidence.Extanttechniquestill primarily qual-
ify asmanualforensictestimory. For complex e-businesssys-
tems, this can be extremely tediousand errorprone. Error is

almostassurediueto the long list of propertiesand specifica-
tions to check. This problemis not uniqueto auditors. Chip
designersand telecommunicatiorsoftware developershave al-
readyencounteredhesesameproblems. They have turnedto
thecombinatiorof intensive testingandsimulationtogethemith
formal verifications. Their experiencesuggesthatit is not re-
alisticto expectmanualobsenation,testingandsimulation,and
judgmentbasedon the auditors’ experienceand knowledgeto
resultin credibleassurancevernonstoplarge-scaleandhighly
interactve e-husinessystemsBut formal verificationcanhelp.

Several of the currentauthorshave previously advocatedan
alternatve,automatedpproacho reasoningaboutbusinessys-
tems, particularly accountinginternal control systems(Duke,
Gerlach,Ko, Meservy Bailey, Jr and Whinston1985, Gerlach
etal. 1981). The basicideais that certainimportantproperties
associatedith businesgransactionareverifiableby automated
reasoninghroughcomputationModel checkingis afurtherex-
tensionandefficient fulfillment of thisidea.

We demonstrat&ow to apply modelcheckingin (Wangetal.
2000). Themainconcepis thatsystenpropertiesandspecifica-
tionscanbe automaticallytranslatedrom humanlanguagento
rigoroustemporallogic, and processnodelscan be automati-
cally interpretedasautomata Computatiorbetweermathemat-
ical logic and processautomatacan verify whetherthesepro-
cessesatisfy the describedpropertiesand specifications. We
programmedan online ticket-salesprototypeand verified the
correctnes®sf its designandimplementatiorby using VeriSoft
andSPIN modelcheclers.In our example,modelcheckinghas
beenprovento be a rigorouscontrol and assurancéool for e-
businesseslt found errors,suchasdeadlock,which are often
missedby designershut exploited by hackersto launchDenial
of Serviceattacks. Model checlerscanshav how theseerrors
canoccur, which helpsdesignergo fix the problems.

Although, in currentindustrial practiceit rarely occursthat
a software package whetherfor e-husinessor others,is thor-
oughlyexaminedbeforeits delivery, we believethatthis practice
will have to changegspeciallyfor softwarethatcarriesout cru-
cial businesgunctions. Model checkingcanserne asa popular
tool for this thoroughexamination.

Intr oducing Real-time Monitoring for SDLC PhaseVI: Sys-
tem Maintenance

In the systemmaintenancehase the new systemis placed
in a real-world execution. While economicreasoningatomic
transactiordesigh andmodelcheckingaimto ensuresystemnin-
tegrity from designto implementationhow the systemactually
performsremainsarealconcern.

We suggesthatembeddedensordeincludedin the system
and monitors be usedto collect real-executioninformationin
orderto coordinateransactionandverify systempropertiesn
real-time. For instance,vector clocks can be embeddedn e-
processesnd the real-time analysisof eventsand their asso-
ciatedvector clock value can provide meaningfulsystemsnap-
shots(Coulouris,Dollimore andKindbeig 1994).



/InsertFigure3 here/

Figure3illustratesthedesignmodelof aReal-timeAssurance
Monitor (RAM). Sensorareembeddedh the monitoredsystem
andreportthe occurrenceof eventsandtheir associatedector
clock valueto the RAM sener. Theseevent notificationsand
vectorclock valuesareaccumulatedn a buffer to wait for fur-
ther processing.The causaldelivery monitoring processscans
the buffer for eventsthat are readyto be analyzed. An event
is readyto be analyzedonly after all of its precedingevents
have alreadybeenanalyzed. Vector clock valueshelp deter
mine the causalrelationshipamongevents, which depictsthe
logical orderingamongprocessxecutiongatherthantheactual
occurrence.Every time a new eventis analyzeda snapshobf
the global stateof the monitoredsystemis updated. Predicate
evaluationon globalstateschecksvhethersystenmpropertiesare
satisfiedn theactualexecution.Assuranceeportsareautomat-
ically generatedndpresentedntheWebto authorizedauditors
andmanagersExceptiondoundby RAM areprocessedby the
warningsystem.Feedbacks givento themonitoredsystemand
if necessaralarmsaresentto the properpersonnein real-time.

The RAM senerandthecommunicationbetweerRAM and
the monitoredsystemmustbe administeredvith high level se-
curity andreliability. Any fraud of themcircumventsthe inde-
pendencandcredibility of assuranceesults.Sensorandmon-
itoring processesanbe implementedn agenttechnologylike
Java. No matterwhattechnologyis chosenagain,the security
of thetechnologymustbe warranted.

Summary of PACCAF

Since model checkingcannotverify every systemproperty
due to its cost and inherentcomplexity, someof the system
behaior hasto be verified throughother meanslike real-time
monitoring. Model checkingcan handlenon-determinismand
verify every possibleexecutionpath, however, real-timemoni-
toring only needgo verify whatthe actualexecutionis. Eachof
thesewo methodshasits own advantagesindtheircombination
candelivermorecompleteassuranceln fact,all of thefour sug-
gestedmethodscomplementeachother and shouldbe applied
iteratively in SDLC to enhancehe completenessgelevanceand
reliability of controlsandassurance.

Alan MacCormackandlansiti (2001)discussa moreflexible
systemdevelopmentprocesdor Internetapplications Actually,
this new processs essentiallySDLC but allows its phasesver
lappingto certainextentto encouragearlieruserfeedbackand

hencebetterrespondto new or changingsystemrequirements.

Suchvariationto SDLC, aswell asothersystemmethodge.g.,
prototyping),requiresomeadjustment®n how to usePACCAF
It is not difficult. Developerscan simply apply our methods
wheneerfeel appropriate.

THE ROLES OF THE AUDIT ORS
Providing trust servicedfor the digital economyis a compet-
itive arena.Controllersandassurersnustbe clearon what sys-
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tempropertiesandspecificationgrerelevantto decisionmaking
andwhat cannotbe omitted. Auditors are more experiencedn
judging suchrelevanceandcompletenesthanary otherpoten-
tial trustprovider, suchaslT vendors.In generalauditorshave
moreunderstandin@boutbusinesglecisioncontexts andknow
betterwhat to obsene and how to report. Auditors have the
“knowledgeof theindividualandaggrejateeffectsof alternatve
standardizedneasuremergndreportingstructures’(Kinney, Jr.
2001a).Basedonauditors’knowledgeandjudgmentonthecrit-
icality of aproperty auditorscanchooseappropriateserification
methodsfor measurementAlthough our methodsare support-
ing toolsto refinesystemspecificationgo be morerelevantand
completeauditors’industrialandbusinesslomainexpertisecan
sene asa crediblestartingpoint and a useful knowledgebase
thatcannotbe easilyreplacedoy others.
Auditorsshouldbethebestadwocatesn promotingproactie,
automatedand continuouscontrolsand assuranceo top man-
agers. Auditors’ traditionalroles astrustworthy guardiansand
consultantgo the board of directorsand high-level managers
have earnedthem a stratejic positionin advisingfirms. They
impact “the tone at the top” and can potentially revolutionize
e-husinessystemdevelopmenfractices.

CONCLUSION

Risks are heightenedn e-commercedueto the complexity,
interconnectrity, automationand speedof digital processes.
Applying the methodsin our PACCAF control and assurance
framework, namelyeconomicreasoningatomictransactiorde-
sign, modelchecking,andreal-timemonitoring, in the System
Development_ife Cycle,will leadto proactive, automatedand
continuouscontrol and assuranceervices.Only suchservices
canpreventane-husinesgrom experiencingerrors,fraud,hack-
ing, or evencatastrophidailures.Successfubperationof these
methodswill beaprerequisitdor deliveringtheervisionedcon-
tinuous,forward-lookingassuranceervicesin the future. Au-
ditors, if equippedwith thesenew methodstogethermwith their
credibility, independencandexpertise will contribute substan-
tially to theintegrity of thedigital economy

Notes

INew York Stock Exchangethe biggestequitiesmarket in
theworld, washaltedfor 59 minuteson October26,1998dueto
afaulty switchin the network.

2“Code Red” worm andthe like exploit weaknesses Mi-
crosoftinternetinformationSeners.
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1. Customerfills in requestforms
with specifications, preferences
andcreditcardinformation.

2. Salescheckghecustomes credit
throughbankingsystems.

3.If the customerhas good credit,
saleschecksthe digital inventory
to seeif it hasall the necessary
components.

4.1f further purchaseis needed,
salesforwardsthe corresponding
requestgo procurement.

5. Procurementqueries digital in-
ventoryaboutwhoaretheexisting
suppliersthatcanpotentiallysup-
ply thecomponents.

6. If new suppliersare needed pro-
curementaunchessearchagents,
who searchportal sites, find best
match,andmalke upalist of URLs
of new suppliers.

7. Procuremenbbtainsassurancef
suppliers.

8.If the supplier has good credit,
procurement obtains assurance
andthe certifiedpublic key of the
supplierfrom a creditablecertifi-
cateauthority

9. Procurementmakes requeststo
suppliers,both existing suppliers
andnew ones,andnotifiesthein-
tegrationdepartment.

10.Procurementprovides assurance
and public key informationto in-
tegration.

11. Suppliersprovide productandser
vice information, including price
and availability etc., to integra-
tion. Integration obtainsexisting

componentinformation from the
digital inventory

12. Integration briefly bundles com-
ponentinformation into different
final productpackagesvith corre-
spondingcosts,deliversthe pack-
ageinformationto marleting.

13. Marketing decidesprice, creates
a catalogcustomizedto the cus-
tomers requestand forwardsthe
catalogto sales.

14. Salesdelivers the catalogto the
customer

15. Customeselectsandorders.

16. Salesnotifies procurementf the
final order

17.Procurement notifies necessary
suppliers and guaranteesfuture
paymento them.

18. Suppliersprovide componentso
integrationandintegrationobtains
othernecessargomponentgrom
thedigital inventory

19. Integration bundles components
into the packagethat the cus-
tomerorderedanddelivers the fi-
nal packageo the customer

20. Integrationnotifiessalesaboutthe
successfutlelivery.

21.Thisstepis neededn casethereis
a needfor the supplierto directly
offer its servicesto the customer
aspartof theorderfulfillment.

22.Thisstepis neededf step21is ex-
ecuted. The suppliernotifiesthe
salesof thefulfillment of its direct
services.

23. Salesreceves paymentfrom cus-
tomers bank.

Figure 1. An e-lusinessnodelof adigital contentdistributor
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