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SUMMARY
In electronic commerce, proper operations of e-processes are crucial to an e-business’ economic
well-being. We suggest that due to the complexity and characteristics of e-operations, the only viable
approach for rigorous control and assurance relies on mathematical and computational methods to
represent and analyze e-systems. Traditional auditing methods, based on manual verification, piece-
meal analysis and post-audits, are insufficient. An innovative set of methods is proposed: 1) Applying
economic reasoning, e.g., mechanism design, to design correct e-commerce trading rules and poli-
cies; 2) Applying the concept of atomic transactions to define e-system properties and specifications;
3) Applying formal verification, e.g., model checking, to ensure correct implementation; and 4) Apply-
ing agent technology to monitor real-time execution. These four methods should be embedded within
the System Development Life Cycle. They complement each other, and their proper applications can
refine e-systems and enhance the relevance, completeness and reliability of control and assurance.

KEYWORDS: Electronic Commerce, Internal Control, Assurance Services, Auction, Formal Verifica-
tion, Distributed Computing

INTRODUCTION

Internet-basedbusinessoperationsoffer many benefits,but
also bring a broadenedrangeof risks, someof themunprece-
dented. The actualandperceived lack of systemsecurityand
reliability are significantdeterrentsto the rapid growth of the
digital economy. While daily progressis beingmadein reduc-
ing Internetcomputationalrisks througha variety of software
patchesandcryptographicalgorithms,theseefforts solve only
a small pieceof the larger puzzle. To solve the puzzle, sys-
tematicallymanaginge-businessoperationalrisksis particularly
important.

To managee-businessoperationalrisks we need to look
into the e-commerceinfrastructure. Distributed Internetcom-
puting is fundamentallychanginge-market structuresand e-
businessmodels. This is a mixed blessing.While the flexibil-
ity of distributed e-operationssupportsopenaccessibilityand
dynamicinteractions,it also intensifiesproblemsarising from
e-market informationasymmetryande-businessoperationalun-
certainty. Theseproblemsprevent,or at leastrestrain,innovative
e-commercetransactions.For example,althoughe-commerce

offers the opportunityfor e-businessesto build network-based
ad hoc partnership,many e-businessesstill chooseto operate
in a morefamiliar andstablemarket scopethroughtraditional
meansbecauseof the increaseddifficulty of assessinginforma-
tion asymmetryin real-timeandtheheightenedrisksfrom oper-
ationaluncertaintyamongunfamiliarbusinesspartners.

Becauseof the distributed natureof e-transactions,the po-
tential for informationmanipulationandoperationalfraudby a
disguisedor dishonestInternetparty is quite high. Also, most
unfortunately, dueto the increasedcomplexity, even legitimate
andhonestpartiesmay unknowingly introduceerrorsif effec-
tive businesscontrolsarenot in placeandfunctioning. Recog-
nizing that trust servicesareneeded,the auditingprofessionis
beginningto provideabroadrangeof informationservices.The
AmericanInstituteof CertifiedPublicAccountants(AICPA) and
the CanadianInstitute of CharteredAccountants(CICA) have
introducedWebTrust, WebTrust-ISPand SysTrust productsto
supportsucha demand(Ame1996).

However, theauditingprofessionhasnot yet providedpracti-
tionerswith new andeffective tools adaptedto e-businesscon-
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trols andassurance.In effect, it suggeststhatpractitionerscarry
over the traditional control and auditing principlesand meth-
odsto provide new assuranceproducts.Providing e-commerce
assuranceservicesonly needaudit-like skills (NagelandGray
1999). Unfortunately, traditionalmeansareinsufficient andau-
ditorsneedto expandtheir skill set.

We arguethatdueto thecomplexity of e-businessoperations,
theonly viableapproachfor systematiccontrolandassuranceis
to userigorousmathematicalandcomputationalmethodsto rep-
resentandanalyzee-systems.To be proactive andmoreeffec-
tive,thesemethodsshouldbeappliedfrom theearlystagesof the
SystemDevelopmentLife Cycle(SDLC).WeintroduceaProac-
tive,Automated,ContinuousControlandAssuranceFramework
(PACCAF, pronounced������� 	�
��
 ), involving four suggestedmeth-
odsthatshouldbeusedat thevariousstagesof SDLC:economic
reasoning,atomic transactiondesign, formal verification and
real-timemonitoring. PACCAF takesinto accountmany issues
Kinney, Jr. (2001b)consideredas researchbarriersto internal
control quality andquality assurance:organizationdesignand
measurement,processverification,andthe complexity of both
thesubjectsystemsandthecontrolandassuranceprocesses.

INFORMA TION ASYMMETR Y AND
OPERATION AL UNCERTAINTY IN E-COMMERCE

Mark et Inf ormation Asymmetry
Informationasymmetryexists in any market (e.g.,securities,

usedcars,software). Most of us have neitherthe time nor in-
clination to investigatethe “quality to price” characteristicsof
every productor servicewe purchaseonline.As consumers,we
tendto rely on the market to be informationefficient andthus
permit us to act asa simpleprice taker. In a benignenviron-
ment,this maycauseusno systematicharm.Unfortunately, the
opennessandanonymity of the Internetallow for easymisrep-
resentationand thus is not so benign. Digital marketsare far
from beinginformationefficient. Informationasymmetryin e-
commercehasshown itself to beparticularlyproblematicdueto
thebreadthof accessandprocessingspeed.Theeasyaccessto
a largenumberof potentialvictims hasshown that somesmall
andshortlivedmisrepresentationscanbeprofitable.This is one
of thereasonswhy onlinescamsor inaccuratee-businessclaims
arecommonpractices.

BusinessOperational Uncertainty
Operationaluncertaintyresultsfrom the unforeseendifficul-

ties that canoccuranddisrupt the efficiency of businessoper-
ations. Unlike in traditional businesseswherebusinessmod-
els are established,task divisions are defined,operationsare
standardized,andpartnershipsarelimited, e-businessesoperate
much more dynamicallyand at a much fasterpace. Unfortu-
nately, changebrings in risks. Becausee-businessoperations
arecomputingprocessesrunningover the Internet,they are,by
nature,distributedacrossdifferentcomputingsystemsandfur-
ther acrossdifferentorganizationaldomains. This distribution

canhave devastatingsideeffects. To be morespecific,the fol-
lowing characteristicsof e-businessoperationsintroduceunwel-
comeduncertaintyand are potentially harmful if not properly
controlled:

Interconnectivity
Networking technologyandclient-server applicationsallows

theflexible integrationof digital operationsacrossdifferentven-
dors.E-businessesoftenoutsourceWebhostingto ISPs,banner
adoperationsto advertisementdotcomsandpaymentcollection
to credit cardcompanies.In the extremecasesof flexible and
dynamicintegration,two majortypesof e-firmsresult:

� Creativity firms: firms that producecommodities,suchas
news,MP3music,streamingvideosandknowledge.

� Processfirms: firms thatprovide businessprocesses,such
asadvertising,inventorymanagement,to otherfirms.

Creativity firms supplynew commoditiesandprocessfirms
helpchannelthemto supportdemand.Consequently, informa-
tion, eveninformationthatcanbeconsidereda crucialbusiness
asset,may frequentlyflow in andout of a firm to its business
partnersandconsumersin orderto fulfill asingletransaction.An
erroror attackatonelocationmaytriggeradominoeffectresult-
ing in catastrophicfailuresacrossmany e-processes.Thesecon-
cernsarisenaturally from the intenseinterdependency and in-
terconnectivity of e-businessoperations,coupledwith theusual
moral hazardproblemscommonlyassociatedwith outsourcing
andcontracting.

Automation
Becauseof dramaticallyincreasedcost-efficiency and com-

puting capability, businessoperationsthat traditionally require
humaninvolvementarebecomingcomputerized.A goodexam-
ple aretheGoldmanSachstraderswho areassistedby sophisti-
catedinformationtechnology. Secretalgorithmsguide20,000a
day tradesin theequityderivative market. Tradepricesareup-
dated200 timespersecondand100million dealsareexecuted
withoutany humanintervention(Weinberg 2000).In general,e-
businessoperationscanbe fully implementedby a clusterof e-
processes.Usersmaygenerateinitial inputsfrom Webbrowsers,
while programsrunningonserversautomaticallyprocessinputs
andgenerateoutputs.

Oneside-effect of the heavy relianceon computingis an in-
creasedvulnerability to problemsthat canarisefrom the vary-
ing qualityof thesoftwaresupportingor implementingbusiness
processes.When and how a latent bug will be triggeredand
how the bug will affect businessoperationsaredifficult to pre-
dict. Uncertaintiescausedby themostrecent“CodeRed”worm
exemplify suchconcerns.Therefore,e-processesshouldbede-
signedto reactproperlyin asmany potentialsituationsaspossi-
ble. Controlsshouldbeexecutedwhenexceptionsoccur.
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Speed
Computingpower, coupledwith automationand intercon-

nectivity, makes for speedye-businesstransactions.Transac-
tions takingseveralbusinessdaysin thephysicaleconomycan
be completedin seconds.Unfortunately, suchspeedgenerates
new possibilitiesfor failureandtheenhancedimpactof failure.
A small disturbancemay rapidly resonatethroughoutthe sys-
tem, causinglarge waves and subsequentchain reactionsthat
can only occur in an environmentof complex interconnectiv-
ity. “Code Red” infectedmorethan359,000computersin less
than14 hours(Meinel 2001). With the proliferationof global
e-operations,similar quick catastrophicfailurescan be antici-
pated.

As we have implied, the above characteristicsof e-business
operations– interconnectivity, automationandspeed– canin-
teractandintensifyeachother’s effectsof any failure. To help
understandthe increasedcomplexity andrisks of e-operations,
we introducethefollowing example.

An E-businessExample
/InsertFigure1 here/

Figure 1 is a specific example, but it illustratesa more gen-
erale-businessmodel– sellingcustomized,sophisticateddigital
products. To satisfyeachcustomer’s needin a highly respon-
sive manner, suchan e-businessintegratesvariouscomponents
in real-time,many of themmight not be in stockandhave to
beobtainedexternallyfrom theircreators.Becausedigital prod-
ucts can be, and in many cases,shouldbe, frequentlyrefined
or updated(e.g.,softwareneedsto bepatchedandonlineeduca-
tionalpackagesshouldbeintegratedwith new real-world cases),
thebusiness’digital inventoryneedsa fasterturnoverandthee-
businessneedsfrequentanddynamicinvolvementfrom content
creators. For eachcustomerrequest,the list of potentialcon-
tent suppliersmay differ; hence,the e-businessmay evenhave
to build adhocpartnerships.

A concreteexampleof suchanintermediaryis aRedHat-like
distributor providing customizedLinux packages.A customer
submitsherhardwareconfigurationandsoftwarerequirements.
TheLinux distributorsearchesits digital inventoryandtheInter-
net for necessarycompatiblecomponentsandpresentsthecus-
tomera packagecatalogwith lists of choicesandprices. After
thecustomerpicksherfinal order, thedistributor fetchesall nec-
essarycomponents,integratestheminto acoherentpackageand
delivers it to the customer. Occasionallysomesuppliersmay
needto directly contactthe customerandthenreport their ser-
vicesto thedistributor for paymentpurpose.

Sucha customizedsaletakesabout23 steps.Eachstepmay
involve oneor severale-processes,eachbeingimplementedby
a list of interactingcomputingprocedureswhich mayresideon
serversdispersedall overtheglobe.Not to mentionthatthecus-
tomermayexpectto orderandreceive delivery in a singleWeb
session.The pressureis largely on the distributor to carry out
theseprocessesseamlesslyandquickly. However, any mistake

in the systemmay lead to a failure. The secretof e-business
success– “ ����� knowing andfulfilling customerneed, ����� and
building network-basedalliancesandpartnerships”(Baruaand
Whinston2000)– is easiersaidthandone.

Many e-businessesaim to provide customizedand respon-
sivee-services.But theimplementationcanbecomplicatedand
risky. The challengeis, givensuchcomplexity, how to control
andassuree-servicesto gaincustomers’trust?

NEW SCOPE OF TRUST SERVICES
Informationasymmetryandoperationaluncertaintyarestum-

bling blocksin e-commercedevelopment.Theneedto manage
themhasgenerateda demandandsupplyfor trustproductsand
services.Trust servicesin e-commercearenot restrictedto fi-
nancial information, but regardany decision-makinginforma-
tion, including: 1. Operationalinputsandoutputs;2. Digital
productsandservices;and,3. Businessclaimsand reporting.
Table1 illustratesthenew scopeof assuranceservicesin thedig-
ital economy, comparedwith thetraditionalauditingservices.

/InsertTable1 here/

Traditional Assurance
Auditing Services

Concern Accounting Any
processes Information Information
relatedto
Provideassertion Financial Any Information
aboutrelevance Reporting Reporting
andreliability of
Playtherole as Capital Any
theguardianof Market Market

Table 1. Expandedscopeof assuranceservicesin e-commerce

Trust servicesrelatedto information and its processingare
neededfor e-commerce.We now addressthe limitations and
potentialsfor several trustproductsandservicescreatedby dif-
ferentindustries.

LIMIT ATIONS OF EXISTING
TRUST PRODUCTS AND SERVICES

Trust Productsand Servicesfr om Computer Scientists
Security productsin computingare trust productsbecause

they aim to reducecomputationrisks, part of e-businessoper-
ationaluncertainty. Cryptographicprotocols,firewalls, digital
watermarking,andsoftwarepatchesall contributeto thereduc-
tion of operationaluncertainty, and,to a limited extent,informa-
tion asymmetry. But, the contribution is limited. For instance,
SecureSocket Layer(SSL),a popularsecurityprotocolapplied
by almostevery e-businessto authenticateWebserversthrough
digital signaturesandcertificatesis optionalto authenticateWeb
clients. Hence,SSL cannotprevent falsenames. Relying on
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technicalsolutionsasthesolebasisfor claiminge-businessse-
curity, is far from a completesolution.

Trust Productsand Servicesfr om Entr epreneurs
Several firms have recognizedthe market niche for a more

fundamentalapproachfor e-businesssecurity– processdesign.
Theseprocessfirms introducespecializede-businessfunctions
that reducecertainaspectsof operationaluncertainty. Secure
ElectronicTransaction(SET) is suchan example. It surpasses
SSLin securingonlinecreditcardpaymentsby discouragingin-
dividualvendorsfrom keepingcustomercreditcardinformation.
Anotherexamplesare InterTrust’s Digital RightsManagement
(DRM) to managedigital productsand CertificateAuthorities
(CAs) certifying public-key asa promisingsolutionto Internet
authenticationproblems.

The above trust services are important additions to e-
commerceand can be usedtogetherto substantiallyimprove
systemsecurityandreliability. In the natureof trust layering,
e-commerceusersfacethesametrustproblemwhenusingtrust
services:Do they performasclaimed? CA businessesarenot
rigorousas the Social Securitybureaus,which discounttheir
importance.If DRM serviceshave securityholesor errors,cre-
ativity firms relying on InterTrust’s DRM maylosetheir digital
assetsandInterTrust’sfailurecould,in its extremity, resultin the
“going concern”issuesfor its businesscustomers.

Trust Productsand Servicesfr om Auditors
Theinfinite regressionof layeredtrustconcernscannotbere-

solved in principle (Gerlach,McAfee, Bailey, Jr andWhinston
1981). However, a competentandindependentthird party trust
provider with no objective otherthanassuringproductreliabil-
ity cancontribute to productcredibility and reduceuserrisks.
Theunderlyingcontributionof auditorsis their competenceand
independence.By building a reputationfor competencein busi-
ness,accounting,andauditing,andby demonstratingan inde-
pendencefrom management,auditorscontribute to an efficient
andproductive economy. Now auditorsaredevelopingcompe-
tenciesintendedto secureclients in the new e-commercedo-
main. The AICPA/CICA have introducedseveral trust prod-
ucts andservices:WebTrust, for the B2C market focusingon
e-businessdisclosure,transactionintegrity, andcustomerinfor-
mation protection; WebTrust-ISP, for examining the integrity
of InternetServiceProvider (ISP) services;andmorerecently,
SysTrust, for providing assuranceof basiccomputerinforma-
tion systemssupportingfirm operationsandreporting. On an-
other track, the auditingprofessionhasalsointroducedeXten-
sible BusinessReportingLanguage(XBRL) to facilitate Web
financialreporting. Its future developmentshouldconsiderthe
securityandreliability of onlinefinancialreporting.

Althoughthetrustproductsandservicesofferedby theaudit-
ing professionareappropriateandtimely, the profession’s im-
plementationguidelinesfail to meetthe desirablerequirements
for suchproducts.SysTrust(Ame 2000)is anexemplaryof our
concern.

SysTrust Definition
Accordingto the auditors,a businesssystemconsistsof five

key componentsorganizedto achieve a specifiedobjective: in-
frastructure,software,people,procedureanddata.While sucha
definition is valuable,it doesnot capturetheessenceof a func-
tioningandevolving system.Thedefinitionis staticandhenceit
isdifficult to embodythecharacteristicsof asystemin operation.
In orderto transforminputsto valuableoutputs,asystemcarries
out processescharacterizedby motion and change. From the
Merriam-Websterdictionary, a systemis definedas“a regularly
interactingor interdependentgroupof itemsforming a unified
whole.” This definitionfocuseson themotionandchangeof an
operationalsystemandbringsthe necessaryinteractionsof the
AICPA/CICA’s definitionalcomponentsinto focusandis more
usefulfor analysispurpose.

While we emphasizethefluidity of a system,we do not wish
to discounttheimportanceof regularity in theinteractions.It is
the regularity that supportsthe fulfillment of the commonpur-
pose. Therefore,to control andassurean e-commercesystem,
we needto focuson its functions,assembledby the operations
andinteractionsof distributeddigital processes.Wewill expand
on this point shortly.

SysTrust ObjectivesandCriteria
To evaluatewhetherasystemfulfills its objectives,weneedto

setupclearandpropercriteriathatcanbemeasuredempirically.
The SysTrust principlesandcriteria setforth by AICPA/CICA
provideapositivesetof overallguidelinesandcanbeadaptedto
theprocessorientationsuggested.However, for the purposeof
implementationandmeasurement,thesecriteriaaretoo general
to be immediatelyuseful. Our suggestedcontrolandassurance
framework below canbeof usein developingtheprocessfocus
whenaddressingfield practiceguidelines.Wewill alsoaddressa
setof objectivesthatarecritical for implementingandmeasuring
distributedsystems.

SysTrust Methods
TheAICPA/CICA discusstherecommendedmethodologyfor

SysTrust, which is the sameas that usedin financialauditing.
Unfortunately, the five traditionalauditingprocedures– physi-
cally observingsystembehavior, inquiringof employees,exam-
ining documents,reprocessingdataandanalyzinginformation
throughanalyticalprocedures– will not beadequatefor verify-
ing e-businesssystems.

Physical observation. Since e-operationshave largely re-
placedmanualoperations,not many physicalactivities areleft
to observe. Many e-operationsoccur in millisecondsand are
impossibleto observe in any meaningfulphysicalsense.Never-
theless,observationwill continueto beanimportantactivity, but
basedon“computerintelligentobservation.”

Inquiry . Similarly, althoughauditorscanstill queryemploy-
eesto seeif they understandpoliciesandprocedures,it will be
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moreimportantfor auditorsto know how to observe andques-
tion e-processesthanto quizemployees.

Examination. When examining e-operations,auditorsface
a paradoxof “generalinformationoverload” and“relevant in-
formationscarcity.” Computationtrails generatedby operating
systemsandapplications,the sheervolumeof processing,and
thelackof automatedexaminationandreportingtoolschallenge
auditorswith overloadedcomputationtrails. But thereis also
a lack of relevantinformationfor verifying businessproperties.
Overtheyearsasetof datahasbeendefinedfor verifyingcorrect
accountingsystems,however, noconsensusor standardsexist on
whatdatashouldberetainedfor verifying correcte-operations.
Furthermore,informationregardingane-businesseventmaybe
alivefor only afractionof asecondandthe“needfor speed”also
createsanincentive to omit informationretentionon e-business
processes.

Reprocessing. Reprocessingis essentially reactive as are
posttestingandsimulation. As we explain in detail in (Wang,
Hidvégi, Bailey, Jr. andWhinston2000), testingandsimula-
tion is usefulbut limited in checkingacomplex reactivesystem.
Proactive verificationandon-the-spotanalysisalongwith sys-
tem executionarebe muchmoremeaningfulandreliable than
reprocessing.

Analysis. Analytical proceduresarewidely usedto analyze
aggregateddatato find exceptions.Analytical approacheshelp
to identify interestingtestingvectorsand hencebelongto the
testingand simulationarena. As we explain in (Wang et al.
2000),for a complex system,it is impossibleto identify all in-
terestingtestingvectors,therefore,analyticalapproacheshave
their inherentweaknesses.

The above approacheswill continueto have value,however,
e-commerceassurancerequiresamethodologicalparadigmshift
from thesetraditionalmethodsto thosethat cansupportproac-
tive,automatedandcontinuouscontrolandassurance.

Point-in-timeAuditingvs.ContinuousAssurance

Somelimitations of the traditional methodscomefrom the
fact that traditional auditing is a point-in-time assurance.Al-
thoughthe auditingprofessionhasrecognizedthe potentialof
continuousauditing,it hasbeenverycautiousaboutits develop-
ment,partially becauseof liability risks. SysTrust servesasan
intermediatesteptowardcontinuousassurance,however, many
openquestionsremainto beaddressedbeforeSysTrustbecomes
an effective operationalproduct(Bailey, Jr. 2000). Despiteof
the difficulties, we believe that in the future there will be a
paradigmshift from thepoint-in-time,historicalassuranceover
static statestoward the continuous,forward-lookingassurance
over processes.Advancingcontrol andassurancemethodsis a
prerequisitefor thisshift.

A PROACTIVE, AUTOMATED AND
CONTINUOUS CONTROL AND

ASSURANCE FRAMEW ORK (PACCAF)
We defineane-commercesystemasa network of distributed

digital processes,interactingin an establishedmannerto serve
businessobjectives.An e-businessis a systemof suchsystems.
The analysisof an e-businessdecomposesa high level entity
into its sub-systemsthatfollow thesamerulesusedto analyzea
singlesystem.

To control andassurean e-system,auditorsmustthoroughly
understandthesubjectsystem.To do so,auditorsshouldinves-
tigatetheentirelife cycleof thesystem.

SystemDevelopmentLife Cycle(SDLC)is apopularsystems
approachto problemsolving.It haslongprovenitself tobeadis-
ciplined approachto developing informationsystems(Laudon
and Laudon2001). SDLC remainsone of the designmodels
for developinge-businessapplications;for instance,partsof the
IBM e-businessframework aredesignedto work within SDLC
(Harvey 2000). Similarly, our methodologyframework PAC-
CAF is also embeddedwithin SDLC becausewe believe that
control andassuranceshouldbe an inimitable processrunning
in parallelto theentirelife cycleof a system.

Thereare six phasesin SDLC: systemanalysis,definition,
design,development,implementationandmaintenance.Weem-
bedaninnovativesetof methods– economicreasoning,atomic
transactiondesign,modelcheckingandreal-timemonitoring–
in SDLC,with eachof themto beappliedrespectively in differ-
entphasesof SDLC (Figure2).

/InsertFigure2 here/

UsingMechanismDesignin SDLC PhaseI: SystemAnalysis
The major task in systemanalysisis to obtain an in-depth

understandingof the presentsystemand of the problemsand
limitations inherentin it. Analysis is particularlycritical in e-
commercebecausemany digital firms, when transitioningto
e-commerce,have simply carriedover the traditional policies
and trading rules by “redressing”them to executein the Web
computingenvironment,but, unfortunately, policiesandtrading
rulesthat functionwell in thebrick-and-mortarcommercemay
fail in the digital setting. Fraudulentor malicioustradersmay
exploit theresultingstructuralweaknesses.

Designinga robust processstructure,safeagainstfraud and
attack,falls into therealmof traditionalinternalcontrols.How-
ever, reinterpretationis neededfor handlingspecialissuesthat
appearin e-commerce.For example,separationof dutiesshould
be appliednot only to divide responsibilitiesamongpersonnel
whodesign,implement,operateor monitorane-system,but also
to directhow to divide functionalitiesamonge-processes.

More importantly, the fundamentalsoundnessof e-business
policiesandtradingrulesshouldbeexamined.For example,on-
line auctionshave becomepervasive andsuccessfulbecauseof
their inherentadvantagesof pricediscoveryandtheconvenience
offeredto traders.However, their increasedpopularityhasbeen
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accompaniedby growing pains. Online auctionfraud hasbe-
comethe numberone Internet fraud over the last threeyears
(The InternetFraudWatch2001). In 1999,it accountedfor an
overwhelming87%of thereportedincidents,soaringfrom 68%
in 1998.In 2000,it increased23%andaccountedfor 78%.

One major attractionof conductingauctionfraud residesin
theinherentvulnerabilitiescausedbye-auctioneersapplyingtra-
ditionalauctionmechanismsin anuntraditionaltradingenviron-
ment. Exampleshave shown why traditionalauctionstructures
are vulnerableto shill bidding (Wang, Hidvégi and Whinston
2001b)andfalse-namebidding (Wang,Hidvégi andWhinston
forthcoming,Wang,Hidvégi andWhinston2001a). Shill bid-
ding in Englishauctionsis thedeliberateplacingof bidsby the
sellerunderafictitiousbidderidentity to artificially driveup the
priceof theseller’s item. False-namebidding is whena bidder
createsandcolludesundermultiplefictitiousbidderidentitiesto
reducethebidder’sexpectedpayment.Thelack of strongbind-
ing betweenan Internetidentity and its real-world counterpart
makesfalse-nameregistrationpossibleandeasy. Moreover, the
policies of e-auctionhousesare not designedto prevent these
fraud. For instance,they requireminimuminformationfor bid-
der registration,and they charge sellerslow commissionfees,
which actuallycreatesanincentive for shill bidding.

Preventinganddetectingshill andfalse-namebiddingaredif-
ficult. Most e-auctioneersdo rely on somecomputingandsta-
tistical technologiesfor authentication,suchas monitoring IP
addressesor datamining on false-nameregistration. However,
dishonestagentscanstill easilymaneuver againstthem(Wang
et al. 2001a). Duh, Jamaland Sander(2001) suggestthat in
orderto controlbuyer-sideintegrity, e-auctioneersrequirebuy-
ers to provide credit card numbersand tradeusing their real
names.But moste-auctioneersomit credit cardinformationin
their buyerregistrationbecausethey fear this mayhinderbuyer
participationandhencereducemarketcompetitionandliquidity.
Authenticationthroughdigital signaturesandencryptioncauses
similarconcernsbut it is amuchstrongerauthenticationmethod.
However, it will takeyearsfor cryptographyto becomeapartof
generalWeb users’daily operations.Insteadof relying on im-
maturetechnologyto detectand reactupon fraud, we should
acceptits existence,but designtradingrulesto eliminateits neg-
ative effects. In otherwords,e-auctioneersmustacceptthefact
of false-nameregistrationbut redesigntheirauctionprotocolsso
that biddersandsellerscannotgain advantagesby using false
identities.

Redesigningauctionsrequiresan analysisof how problems
canoccur. Shill bidding is, in fact, the sellersecretlyresetting
herreserveduringthebiddingprocessafterobservingandknow-
ing thatthereis ahighprobabilityof squeezing“extra juice” out
of bidderswith high valuations.AlthoughRiley andSamuelson
(1981)andMyerson(1981)haveshown therevenueequivalence
amongcommonauctionformatsandhow to calculatetheseller’s
optimal reserve, they did not considerthe casewherean En-
glish auctioncanbemoreprofitableto thesellerthanany other
auctionformat when the market hasdifferent typesof bidders

andhencethe seller’s expectedprofit curve hasmultiple local
maximums.Whentherearemultiple humpsin the seller’s ex-
pectedprofit curve, the global bestsolutionof optimal reserve
varieswith respectto the numberof biddersand the bidders’
valuedistribution, observablein Englishauctions.A shill bid-
der canobtainthis informationduring the bidding processand
thenmaximizeher expectedprofit accordinglyby resettingthe
optimalreserve throughshill bids.

To preventtheseller’smanipulationoverherreserveprice,we
focuson the role of an auctioneerasa trustedthird party. The
auctioneercan control the seller’s behavior, suchas the hon-
est disclosureof the reserve beforean auctionstarts,through
the intermediationfee schedulehe charges. We designa Shill-
deterrentFeeSchedule(SDFS)(Wang et al. 2001b)wherean
auctioneerchargesthe sellerasthe following: 1) a listing fee,
which is a functionof theseller’s reserve; 2) a commissionfee,
which is a functionof a commissionrateandthedifferencebe-
tweenthe final salepriceandthe seller’s reserve. Commission
ratesin differentauctionmarketsaremathematicallydetermined
to ensurethenon-profitabilityof shill bidding.

In casesof buyers’ false-namebidding, despiteof the “bid
shielding” in English auctions,anotherincentive for a bidder
to false-namebidding in sealed-bidauctionsis to possiblyre-
ducehis final paymentby splitting his bid for bundledgoods
into several bids for smallerbundles(Wanget al. 2001a). To
solve this problem,Yokoo et al. describeda sealed-bidcombi-
natorialauctionprotocolcalledLeveledDivisionSet(LDS) that
discouragesa bidder splitting up his bid (Yokoo, Sakuraiand
Matsubara2000). This solutiondoesnot comewithout a price;
LDS providesinefficientallocationandhenceis not practicalto
use.To simplify, Wanget al. (forthcoming)modifiedLDS into
a LeveledPartition Set(LPS) protocol for multi-unit auctions.
Furthermore,Wang et al. (2001a)introducea Binary Vickrey
Auction (BVA) protocol, selling identical goodsin bundlesof
power-of-two. BVA providesa moreefficient allocationandis
still robustagainstfalse-namebidding.All of theabovenew auc-
tion protocolsachieve robustnessagainstfalse-namebiddingby
determiningthe final allocationandpaymentin multiple steps,
wherebidsfor abundleareconsideredmorefavorablythanbids
for partitionsof the bundle. This selling strategy discourages
a bidderfrom splitting a bid for a bundleto several bids under
falseidentities.

As wehavediscussedaboveaboute-auctionmarkets,dealing
with theinherentproblemsandlimitationsof thepresentsystem
is crucial for evaluatingan existing systemor designinga new
system. Technologychangesforce the changesof e-business
policiesand trading rules. Thesechangesin processstructure
canmodify traders’incentives.They functionasproactivecon-
trols, which cancontribute substantiallyto the achievementof
systemobjectives.
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Defining SystemBoundaries, AssuranceDependenciesand
Atomic Transactionsin SDLC PhaseII: SystemDefinition

In SDLC phaseII – systemdefinition– detailedbusinessre-
quirementsarefurtherdefinedin termsof theoverallsystemob-
jectives. Basedon theserequirements,the designerspreparea
conceptualdesignof the system. Thesebusinessrequirements
alsodeterminethepropertiesandspecificationsthat thesystem
shouldsatisfy. To definethem,thedesignersfirst needto bound
the system. This is an easiertask for a brick-and-mortarsys-
tem than an e-commercesystembecauseof the dynamicand
real-timeinterconnectivity and interdependenceof e-processes
within andacrossfirms.

DrawingSystemBoundaries
The drawing of systemboundariesmustconsiderboth verti-

cal andhorizontaldimensions. The digital contentdistributor
modelin Figure1 illustratesthehorizontalexpansionof system
boundaries.Unlike the traditionaleconomy, wherecompanies
rely on physicalassetsto createvalueandhave oftenownedthe
valuechainto minimizetherisk of relyingon others,in thedig-
ital economy, companiesrelinquishownershipof most of the
value chain activities. Instead,in order to do businessin the
mostproductiveandefficientmanner, e-companiesrely on real-
time information,andleverageInternet-basedpartnershipswith
suppliers(BaruaandWhinston2000).

Theverticaldimensionis depictedin Table2, modifiedfrom
theBaruaandWhinston(2000)framework.

/InsertTable2 here/

LayerFour InternetCommerce
LayerThree Internet

Intermediary
LayerTwo InternetApplication
LayerOne InternetInfrastructure

Table 2. Layersof Internetbusinessoperations

Thebottomtwo layersrepresentthenetworking andcomput-
ing servicesneededby an e-businessto supportits market or
commerceoperations. The InternetInfrastructurelayer is the
underlyingplatform for an e-business.An e-businessneedsto
subscribeonline serviceseither from ISPs(e.g., AOL) or di-
rectly throughInternetbackboneproviders(e.g.,AT&T). It also
needsto beequippedwith onlinedevices,e.g.,routers,modems
and fiber optic cables,purchasedfrom manufacturersof net-
workingand“last mile” accessdevices(e.g.,CISCO).TheInter-
net Applicationslayer involvessoftwareproductsandservices.
An e-businesscandevelop its e-processesthroughWeb devel-
opmentsoftware and integrating functions of searchengines,
databases,multimediaande-commerceapplications.It canpur-
chaseconsultingservicesthathelpdesign,build andmaintainits
e-processes.

The top two layersrepresentthe Internetmarket and com-
merceactivities. InternetIntermediaryplayersaremarket mak-
ersor intermediaries,suchase*Bay, e*TradeandVeriSign.This
layercoversonlinebrokerages,auctionhouses,contentaggrega-
tors,portals,e-advertisementbrokers,trustedthird parties,and
soon. TheInternetCommercelayerincludesthecompaniesthat
generateonlinesalesdirectly to consumersor businesses,such
asonline retailers,the Web versionof traditionalcorporations,
andmany “mom andpop” shops.An e-market operatesat the
bottomthreelayersanda commercee-businesscanoperateat
eitherall four layersor at the bottomthree,dependingon how
critical thecommercee-businessrelyinguponanintermediary.

Drawing systemboundaries,thatis, identifyingbothhorizon-
tal andverticaloperationaldependenceamongdigital processes,
is necessaryto createa sufficient systemrequirementlist. Be-
causethe dependenceis often reflectedin businesscontracts,
whichprovideasubstantialportionof requirements,figuringout
who aretheimportantbusinesspartnersis crucialfor defininga
system.

DeterminingControl andAssuranceDependencies
Drawing systemboundariesis alsoimportantfor understand-

ing the extent of the vertical and horizontalassurancedepen-
dence. The quality assuranceof lower-layer players’products
and servicesis the prerequisitefor control and assuranceof
higher-layer businesses.If a lower-layer playerprovidescom-
puting and networking servicesfor high-layere-businesspro-
cesses,the integrity of its supportis importantto higher-layer
businesses.

The lack of this vertical assuranceis often a part of many
e-commercefailures. Many high-profile news storiesregard-
ing Internetrisks highlight virusesandattacksat the network-
ing andcomputinglevels, suchasthe “Code Red” worm. The
reasonthat they becomeheadlinenews residesin the fact, or
the fear, of the devastatingconsequencesfor businesses.Since
the operationalsuccessof an e-businessis highly dependent
uponthe securityandreliability of the underlyinginformation
systems,the designand implementationof e-businesssystems
must overcomethe weaknessesinherentin the Internet-based
distributedcomputing.Assuranceover thelower-level services,
which shouldinvolvecodelevel review, needsto befurtherem-
phasizedanddeveloped.

Horizontalassurancedependencealsoexists. For example,a
credibility checkis neededwheninteractingwith anew business
partner. The dynamicnatureof businessrelationshipsand the
desirefor real-timeinteractionsdemandreal-timequality assur-
ance. This is why we regardan “Assurer”necessaryin Figure
1. The “Assurer” can help establishthe credibility of content
providersto the distributor. Likewise, to createcustomertrust,
thedistributoralsoneedsto purchaseexternalassuranceservices
to independentlyassessandcertify its servicequality. This ser-
vicequalitynotonly involvestheintermediary’sown operations
but alsothoseof its contentproviders.A customergoesto thein-
termediarynot only for one-stopshoppingconveniencebut also
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for servicequality.
Control andassurancedependencerequiresauditorsto have

knowledgeaboutsecuritytoolsandschemesappliedat thelower
layersandby businesspartners.Auditorsalsoneedto disentan-
gle controlandassurancesensitive factorsfrom detailedtechni-
cal implementations.They maychooseto outsourcesomesup-
porting assuranceservicesto otherauditorsor specialists.For
example, they may outsourcethe bottom two layers technol-
ogyverificationto computerspecialistsandaccepttheassurance
level they provide.

AnalyzingDistributedSystemsThroughAtomicTransactions
Sincee-businessprocessesareindeeddistributedcomputing

processes,it makessensethatwe look into how computerscien-
tistsmanagedistributedcomputingprocessesandimprovetheir
integrity. We learnedthatin orderto disentanglethewebof dig-
ital processes,we mustgroupprocessesinto controllableunits
calledtransactions.A businesstransactionis acollectionof op-
erationson thebusiness’physicalandabstractstate.Thephys-
ical stateis the real stateof a business(e.g., the actualassets)
andis representedby theabstractstatein computation(e.g.,the
databaserecordsof the assets).A businesstransactiontrans-
formsbusinessstates.

The pervasive useof distributed computationtoday implies
that theintegrity of suchsystemsmustbeacceptedaseffective.
The achievementof the reasonableintegrity shouldbe subject
to the ACID properties,i.e., atomicity, consistency, isolation,
anddurability (GrayandReuter1992),becausetheseproperties
have emergedasthe unifying conceptsfor distributedcomput-
ing. Achieving theintegrity of distributede-commercesystems
must also follow theseestablishedconcepts. Moreover, an e-
businessmust protect its assetsand privacy not addresseddi-
rectly by ACID. Thus,we addauthorization,authenticationand
confidentiality, resultingin theACID-AAC propertylist:

� Atomicity . A transaction’schangesto thestateareatomic:
eitherall happenor nonehappen.

� Consistency. A transactionis a correcttransformationof
the state. The operationstaken asa groupdo not violate
any of theintegrity constraintsassociatedwith thestate.

� Isolation. Even thoughtransactionsareexecutedconcur-
rently, it appearsto eachtransactionthat, othersexecuted
eitherbeforeit or afterit, but notboth.

� Durability . Once a transactioncompletessuccessfully
(commits),its changesto thestatesurvive failure.

� Authorization. A transactionis only executeduponproper
approval.

� Authentication. Entities involved in a transactionare
provedaswhatthey claim to be.

� Confidentiality. A transactionis keptsecretfrom unautho-
rizedobservation.

A simpleandcommonexamplefor explainingACID relates
to banktransactions.A cashwithdrawal is atomicif it bothdis-
pensesmoney andreducesyour account. It is consistentif the
cashdispensedequalsto theaccountreduction.It is isolatedif
the withdrawal is unawareof othertransactionsaccessingyour
accountconcurrently(e.g.,adeposit).And it is durable,if, once
thetransactionis complete,theaccountbalanceis sureto reflect
thewithdrawal.

The atomicity of a statetransitionensuresthat a transaction
is not out of control no matterwhetherthe involved processes
functionnormally, abnormally, or crash.This is crucial for In-
ternettransactionsasmany thingscanhappenbeforea transac-
tion cancommit: e.g.,theconnectionmaybebroken,theserver
maybeoverloadedor crash,thebuyermaydecideto cancel.If a
systemis definedin theunitsof atomictransactions,thesystem
canreturnto thepreviouslycommittedstatenomatterwhatmay
occur.

The integrity of eachtransaction(governedby atomicityand
consistency), the seamlessintegration of transactions(isola-
tion), and the fault-tolerantacknowledgementof eachtransac-
tion (durability), help to ensurethe integrity of a system,that
is, thesatisfactionof systempropertiesandspecifications,after
eachtransaction.

Traditionalcontrol principlesreflectsomeof the ACID con-
cept.For instance,theruleof “everyeventis properlyrecorded”
is implicit in its designof atomicanddurabletransactions.How-
ever, traditional accountingtransactionsoften assumethe in-
volvementof only two parties:thesenderandtherecipient.Op-
erationsrequiringmulti-parties’engagementareoftenserialized
into two parties’ transactions.This “delay” enhancescontrols
but sacrificesefficiency. However, the two-phasecommitproto-
col in distributedcomputingallowsfor theachievementof all-or-
nothingagreementamongmultiple independentbut concurrent
processes.A coordinatingprocesscollectsvotesfrom partici-
patingprocessesandcoordinatesthe commit action. Isolation
ensuresthesequentiallogic executionof competingtransaction
relatedto thesameresourcealthoughit mayappearto endusers
thatthey areconcurrent.In this way, bothcontrolandefficiency
areachieved.

Although ACID aids in the fight againsterrors,unexpected
faults,or crashesin e-systems,computerdesignershave often
assumedthe benign behavior of involved entities. We know
this assumptionto be false. Given a potentially maliciouse-
commerceenvironment,the addedAAC propertiesfurther em-
phasizetheneedfor ensuringtheappropriatenessandprivacy of
certainbusinesstransactions.Althoughachieving AAC is not a
new conceptfor e-commerce,its importanceremains.

In sum, drawing systemboundariesand determiningcon-
trol andassurancedependencesupportthedefinitionandscope
of systempropertiesandspecifications.Furthermore,defining
atomictransactionsallows for designspecificationsat the level
of manageableunits.DefiningACID-AAC propertiesguidesthe
detailedimplementationin thefollowing phases.

8



Applying Model Checking in SDLC PhasesIII, IV, and V:
SystemDesign,Developmentand Implementation

Systemdesign,development,andimplementationrealizethe
conceptualdesignin information systems,including hardware
and software. Our main concernhere is with software qual-
ity. As wediscussedpreviously, e-systemdesignersandassurers
needthequality assuranceat the Internetinfrastructureandap-
plicationlayers,choosingreliablenetworkingproducts1 andser-
vices,robust operatingsystems2, reliabledatabases,andquali-
fied Webcommercedevelopmenttools. We wish mostof these
quality assurancecanbepurchasedin themarket in thenearfu-
ture. If so,thecorrectnessof ane-businesssystemwill primarily
dependuponthedesignandcodingof e-businessprocesses.This
is not easy. For instance,on June8, 2001,tradingat the New
York StockExchangehaltedfor onehour and twenty minutes
dueto somesoftwarechangesmadein the NYSE’s computing
system.How to ensurethe codingof businesssoftwareor any
changein theexistingsystemactuallyimplementintendedfunc-
tionalities?

We suggestthat e-commercedesignersanddevelopersrun a
formal verification processsimilar to how computerscientists
implementcritical software and designchips. Sucha quality
assuranceprocessshouldstartat theverybeginningof program-
ming. Otherwise,a late remedywill be muchmorecostly and
difficult. The traditionalapproachreliesupontestingandsim-
ulation,which oftenoccursonly aftersoftwareimplementation
andjust prior to productdelivery. It not only occurstoo latebut
alsohasinherentlimitations. Testingandsimulationcanonly
coverasmallportionof all possibleexecutions,but dynamicand
real-timeinteractionsin e-commercehavesubstantiallyenlarged
theexecutionspace.Moreover, effective testingandsimulation
requirethedevelopmentof testbenchesthatcanexecutecrucial
executionpaths. This developmentnot only demandsin-depth
expertise,but is alsoinefficientanderror-prone.

In contrast,formal verification is the most rigorousquality
assurancemethodfor software. “Formal verificationconveys a
promiseof mathematicalcertainty ����� If a model is formally
verified to have a given attribute, then no behavior or execu-
tion of themodelevercanbefoundto contradictthis” (Kurshan
1995). The formal verification spectrumrangesfrom manual
proofs, computer-aidedtheorem-proving, to automatedmodel
checking. Due to its high level of automationand efficiency,
modelcheckingis themostsuitablemethodto verify e-business
systems.

Thetraditionalauditingapproachis averydistantfrom formal
verification;it largely dependson posttestingandsimulationin
thesensethatit samplesafter-the-factdataandappliescomputer
programs,commonlybasedon aspreadsheetor similar technol-
ogy, to facilitate datacollection and analysis. Even the most
advancedEDPauditingtechniquescontinueto extensively rely
on thefundamentalreasoningpowerof theauditorsto construct
testsandassessevidence.Extanttechniquesstill primarily qual-
ify asmanualforensictestimony. For complex e-businesssys-
tems, this can be extremely tediousand error-prone. Error is

almostassureddueto the long list of propertiesandspecifica-
tions to check. This problemis not uniqueto auditors. Chip
designersandtelecommunicationsoftwaredevelopershave al-
readyencounteredthesesameproblems. They have turnedto
thecombinationof intensivetestingandsimulationtogetherwith
formal verifications.Their experiencessuggestthat it is not re-
alistic to expectmanualobservation,testingandsimulation,and
judgmentbasedon the auditors’experienceandknowledgeto
resultin credibleassuranceovernonstop,large-scaleandhighly
interactivee-businesssystems.But formal verificationcanhelp.

Several of the currentauthorshave previously advocatedan
alternative,automatedapproachto reasoningaboutbusinesssys-
tems, particularly accountinginternal control systems(Duke,
Gerlach,Ko, Meservy, Bailey, Jr andWhinston1985,Gerlach
et al. 1981). Thebasicideais that certainimportantproperties
associatedwith businesstransactionsareverifiablebyautomated
reasoningthroughcomputation.Modelcheckingis a furtherex-
tensionandefficient fulfillment of this idea.

We demonstratehow to applymodelcheckingin (Wangetal.
2000).Themainconceptis thatsystempropertiesandspecifica-
tionscanbeautomaticallytranslatedfrom humanlanguageinto
rigoroustemporallogic, andprocessmodelscanbe automati-
cally interpretedasautomata.Computationbetweenmathemat-
ical logic and processautomatacanverify whetherthesepro-
cessessatisfy the describedpropertiesand specifications.We
programmedan online ticket-salesprototypeand verified the
correctnessof its designandimplementationby usingVeriSoft
andSPINmodelcheckers.In our example,modelcheckinghas
beenproven to be a rigorouscontrol andassurancetool for e-
businesses.It found errors,suchasdeadlock,which areoften
missedby designersbut exploited by hackersto launchDenial
of Serviceattacks.Model checkerscanshow how theseerrors
canoccur, which helpsdesignersto fix theproblems.

Although, in currentindustrial practiceit rarely occursthat
a software package,whetherfor e-businessor others,is thor-
oughlyexaminedbeforeits delivery, webelievethatthispractice
will have to change,especiallyfor softwarethatcarriesout cru-
cial businessfunctions.Model checkingcanserve asa popular
tool for this thoroughexamination.

Intr oducingReal-time Monitoring for SDLC PhaseVI: Sys-
tem Maintenance

In the systemmaintenancephase,the new systemis placed
in a real-world execution. While economicreasoning,atomic
transactiondesign,andmodelcheckingaimto ensuresystemin-
tegrity from designto implementation,how thesystemactually
performsremainsa realconcern.

We suggestthatembeddedsensorsbeincludedin thesystem
and monitorsbe usedto collect real-executioninformation in
orderto coordinatetransactionsandverify systempropertiesin
real-time. For instance,vector clocks can be embeddedin e-
processesand the real-timeanalysisof eventsand their asso-
ciatedvectorclock valuecanprovide meaningfulsystemsnap-
shots(Coulouris,DollimoreandKindberg 1994).
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/InsertFigure3 here/

Figure3 illustratesthedesignmodelof aReal-timeAssurance
Monitor (RAM). Sensorsareembeddedin themonitoredsystem
andreport the occurrenceof eventsandtheir associatedvector
clock value to the RAM server. Theseevent notificationsand
vectorclock valuesareaccumulatedin a buffer to wait for fur-
ther processing.The causaldelivery monitoringprocessscans
the buffer for eventsthat are readyto be analyzed. An event
is ready to be analyzedonly after all of its precedingevents
have alreadybeenanalyzed. Vector clock valueshelp deter-
mine the causalrelationshipamongevents,which depictsthe
logicalorderingamongprocessexecutionsratherthantheactual
occurrence.Every time a new event is analyzed,a snapshotof
the global stateof the monitoredsystemis updated.Predicate
evaluationonglobalstatescheckswhethersystempropertiesare
satisfiedin theactualexecution.Assurancereportsareautomat-
ically generatedandpresentedontheWebto authorizedauditors
andmanagers.Exceptionsfoundby RAM areprocessedby the
warningsystem.Feedbackis givento themonitoredsystemand
if necessary, alarmsaresentto theproperpersonnelin real-time.

TheRAM serverandthecommunicationsbetweenRAM and
the monitoredsystemmustbe administeredwith high level se-
curity andreliability. Any fraud of themcircumventsthe inde-
pendenceandcredibility of assuranceresults.Sensorsandmon-
itoring processescanbe implementedin agenttechnologylike
Java. No matterwhat technologyis chosen,again,thesecurity
of thetechnologymustbewarranted.

Summary of PACCAF
Sincemodel checkingcannotverify every systemproperty

due to its cost and inherentcomplexity, someof the system
behavior hasto be verified throughothermeanslike real-time
monitoring. Model checkingcanhandlenon-determinismand
verify every possibleexecutionpath,however, real-timemoni-
toringonly needsto verify whattheactualexecutionis. Eachof
thesetwo methodshasits own advantagesandtheircombination
candelivermorecompleteassurance.In fact,all of thefour sug-
gestedmethodscomplementeachotherandshouldbe applied
iteratively in SDLC to enhancethecompleteness,relevanceand
reliability of controlsandassurance.

Alan MacCormackandIansiti (2001)discussa moreflexible
systemdevelopmentprocessfor Internetapplications.Actually,
this new processis essentiallySDLC but allows its phasesover-
lappingto certainextentto encourageearlieruserfeedbackand
hencebetterrespondto new or changingsystemrequirements.
Suchvariationto SDLC,aswell asothersystemmethods(e.g.,
prototyping),requiresomeadjustmentsonhow to usePACCAF.
It is not difficult. Developerscan simply apply our methods
whenever feel appropriate.

THE ROLES OF THE AUDIT ORS
Providing trustservicesfor thedigital economyis a compet-

itive arena.Controllersandassurersmustbeclearon whatsys-

tempropertiesandspecificationsarerelevantto decisionmaking
andwhatcannotbe omitted. Auditorsaremoreexperiencedin
judgingsuchrelevanceandcompletenessthanany otherpoten-
tial trustprovider, suchasIT vendors.In general,auditorshave
moreunderstandingaboutbusinessdecisioncontexts andknow
betterwhat to observe and how to report. Auditors have the
“knowledgeof theindividualandaggregateeffectsof alternative
standardizedmeasurementandreportingstructures”(Kinney, Jr.
2001a).Basedonauditors’knowledgeandjudgmentonthecrit-
icality of aproperty, auditorscanchooseappropriateverification
methodsfor measurement.Althoughour methodsaresupport-
ing toolsto refinesystemspecificationsto bemorerelevantand
complete,auditors’industrialandbusinessdomainexpertisecan
serve asa crediblestartingpoint anda usefulknowledgebase
thatcannotbeeasilyreplacedby others.

Auditorsshouldbethebestadvocatesin promotingproactive,
automatedandcontinuouscontrolsandassuranceto top man-
agers.Auditors’ traditional rolesastrustworthy guardiansand
consultantsto the boardof directorsand high-level managers
have earnedthema strategic position in advisingfirms. They
impact “the tone at the top” and can potentially revolutionize
e-businesssystemdevelopmentpractices.

CONCLUSION
Risksareheightenedin e-commercedue to the complexity,

interconnectivity, automationand speedof digital processes.
Applying the methodsin our PACCAF control and assurance
framework, namelyeconomicreasoning,atomictransactionde-
sign,modelchecking,andreal-timemonitoring,in the System
DevelopmentLife Cycle,will leadto proactive, automatedand
continuouscontrol andassuranceservices.Only suchservices
canpreventane-businessfrom experiencingerrors,fraud,hack-
ing, or evencatastrophicfailures.Successfuloperationsof these
methodswill beaprerequisitefor deliveringtheenvisionedcon-
tinuous,forward-lookingassuranceservicesin the future. Au-
ditors, if equippedwith thesenew methods,togetherwith their
credibility, independenceandexpertise,will contributesubstan-
tially to theintegrity of thedigital economy.

Notes

1New York StockExchange,the biggestequitiesmarket in
theworld, washaltedfor 59minutesonOctober26,1998dueto
a faulty switchin thenetwork.

2“Code Red” worm andthe like exploit weaknessesin Mi-
crosoftInternetInformationServers.
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1. Customerfills in requestforms
with specifications, preferences
andcreditcardinformation.

2. Saleschecksthecustomer’s credit
throughbankingsystems.

3. If the customerhas good credit,
saleschecksthe digital inventory
to seeif it has all the necessary
components.

4. If further purchase is needed,
salesforwards the corresponding
requeststo procurement.

5. Procurementqueries digital in-
ventoryaboutwhoaretheexisting
suppliersthatcanpotentiallysup-
ply thecomponents.

6. If new suppliersareneeded,pro-
curementlaunchessearchagents,
who searchportal sites,find best
match,andmakeupalist of URLs
of new suppliers.

7. Procurementobtainsassuranceof
suppliers.

8. If the supplier has good credit,
procurement obtains assurance
andthecertifiedpublic key of the
supplierfrom a creditablecertifi-
cateauthority.

9. Procurementmakes requeststo
suppliers,both existing suppliers
andnew ones,andnotifiesthe in-
tegrationdepartment.

10.Procurementprovides assurance
andpublic key informationto in-
tegration.

11.Suppliersprovideproductandser-
vice information, including price
and availability etc., to integra-
tion. Integration obtainsexisting

componentinformation from the
digital inventory.

12. Integration briefly bundles com-
ponentinformation into different
final productpackageswith corre-
spondingcosts,deliversthepack-
ageinformationto marketing.

13.Marketing decidesprice, creates
a catalogcustomizedto the cus-
tomer’s requestand forwardsthe
catalogto sales.

14.Salesdelivers the catalog to the
customer.

15.Customerselectsandorders.
16.Salesnotifies procurementof the

final order.
17.Procurement notifies necessary

suppliers and guaranteesfuture
paymentto them.

18.Suppliersprovide componentsto
integrationandintegrationobtains
othernecessarycomponentsfrom
thedigital inventory.

19. Integration bundles components
into the packagethat the cus-
tomerorderedanddelivers thefi-
nalpackageto thecustomer.

20. Integrationnotifiessalesaboutthe
successfuldelivery.

21.Thisstepis neededin casethereis
a needfor thesupplierto directly
offer its servicesto the customer
aspartof theorderfulfillment.

22.Thisstepis neededif step21isex-
ecuted. The suppliernotifies the
salesof thefulfillment of its direct
services.

23.Salesreceivespaymentfrom cus-
tomer’s bank.

Figure1. An e-businessmodelof adigital contentdistributor
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